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About DFnet

• Providing clinical data management solutions & services 

that help researchers move science forward 

• 30+ years of evolution in clinical data management

• Our CDMS and suite of professional services help optimize 

your clinical studies: faster setup, higher quality data, and 

the flexibility to run your trials exactly the way you want

• Cornerstone for data management across research 

sectors, phases, therapeutic areas, and sample sizes



DFnet Professional Services

Design Enrollment Data Capture Operations Analysis

EDC

Randomization

Services

ePRO

Screening

Randomization

Patient Data Capture 
(ePRO)

SDTM and ADaM

Project Management, Training, Database Management, Data Quality Management, Quality Assurance

IT & Technical Support

DFnet Solutions

CRF Development

Database Build & 
Validation (CDASH)

Data Management Plan

Statistical Analysis Plan, 
Randomization Plan

Clinical CRF data 
(online/offline)

Source documents

Data import/ 
integrations

EDC

Direct Exports

API Integrations

Dashboards & 
Reporting

Monitoring & SDV

Coding (MedDRA, WHO 
Drug)

Data Management



Why Does Compliance Matter?

• Regulatory oversight (ICH, FDA, EMA, WHO) 

ensures the credibility of trial data

• Trials intended for regulatory submission 

must meet strict compliance requirements

• Not all trials are on this path, but …

• Beyond meeting regulations, data matters 

• Every study contributes to global health and 

advances in healthcare

• Data quality & compliant systems are 

essential to meaningful research impact

COMPLIANCE

REGULATION

TRANSPARE
NCY

ACCOUNTABILITY

GOVERNANCE
INTEGRITY

PRIVACY

SECURITY

VALIDATION



OCEAN BEACH SAFETY

 Recognize the rip current & don’t panic

 Don’t swim against the current

 Swim at an angle or parallel to shore

 Swim out past the current

 Understand & use the power of the current



 Recognize compliance needs & don’t panic

 Don’t swim against regulations

 Swim at an angle or parallel to compliance

 Swim out past regulations

 Understand & use the power of compliance 

to achieve data integrity & efficiency

CLINICAL RESEARCH

Data 
Integrity

Workflow 
Efficiency

Compliant Data 
Systems

Regulations



ISO 9001
ISO 27001

Process

People

Software

Meeting Regulations & 
Standards

ICH GCP E6 (R3)

21 CFR 
Part 11

HIPAA/
GDPR



Common Concerns with Non-Compliant Data Systems

Minimal, 
inaccessible, or 

non-human-
readable audit trails

Weak data integrity 
measures

Lack of scalability 
for multi-site trials

No electronic 
signature support

Varied 
infrastructure

Multiple data 
sources

Complex trials
Difficult data export 

tools



Ready to 
graduate to 
a compliant 
EDC?

Your research can thrive using free or open-source tools to 
capture & clean your data – but only up to a point

If your data may be used for regulatory submissions – it’s time 
to graduate to a system built for compliant clinical data 
management

A built-for-purpose CDMS allows you to …

• Comply with regulatory requirements

• Ensure data integrity & security

• Establish clear traceability & governance

Consider the four elements of a compliant EDC



4 Elements of a Compliant EDC

#1: Compliance creates trust

#2: Experience increases speed

#3: Functionality supports flexibility

#4: Planning ensures completeness



#1: 
Compliance 
Creates 
Trust

As a diploma demonstrates 
education, regulatory compliance 
shows that your data meets common 
scientific expectations and will be 
accepted for regulatory submission.

DFnet’s ISO Certifications provide 
evidence that you and your partners 
can rely on our systems to withstand 
scrutiny. 



What does compliance require?

Security

Limiting access to authorized, 
trained staff

Ensuring subject privacy

Eliminating opportunity for 
fraud

Tested Business Continuity

Audit Trails

Linking each data point to a 
verifiable source

Including the date, time, and 
user responsible for each 
change

Capturing reasons for change, 
queries and their resolutions

Capturing electronic signatures

Validation

Documented evidence that the 
computerized system (people, 
hardware, and software) 
functions as intended



Data Security

• Data encrypted in transit and at rest

• Multi-factor authentication

• Repeat login failures: account lockout & administrator 
notification

• Physical and logical security at the data center

• Regular patch management and upgrades

• DFnet approach to security:

• Servers protected in Microsoft Azure

• Daily backup

• Azure Site Recovery

• Regular penetration testing

• Certified to ISO 27001



Access Controls

• Configurable role-based study access

• Select tools, functionality, reports

• Define data view, edit, delete

• Control access to hidden fields (e.g., 
blinded data, personal identifiers)

• User access by site, subject, role

• Audit trail of access changes

• Documented approval of user access

• Inactivate user accounts (no delete)



Audit Trail Integrity

• All data modifications must be 

automatically logged with 

immutable, time-stamped entries

• Ensures full traceability of changes 

to prevent data tampering or loss

• Audit trail must contain the “why”

• Focus on human-readability



Electronic Signatures

• Authentication: Unique username and password (or equivalent) per user

• Access Control: Role-based permissions ensure only authorized users 

can sign

• Signature Binding: Each signature must be permanently linked to the 

associated record and cannot be removed or altered

• Signature Components: Capture and display signature elements:

• Full name of the signer

• Date and time of signing (with time zone)

• Meaning (reason) of the signature

• Tamper-Proof: Signed records must be protected from unauthorized 

alteration or deletion

• Audit Trail: Capture each signature event: who signed, when, and why



System Validation

• Software must undergo formal validation and 

periodic review to demonstrate regulatory 

compliance

• Emphasis on continuous validation throughout the 

system lifecycle

• Well-audited package to demonstrate 

IQ/OQ/PQ validation

• Change control documentation to track 

system updates and assess their impact on 

data integrity

Requirements Design

Risk 
Assessment

Testing

Traceability
Management 

Approval



#2: 
Experience 

Increases 
Speed

DFnet’s expertise helps identify the fastest, 
most efficient way to collect data

30+ years of experience collecting & 
managing data in diverse environments

• Electronically transmitting CRF images from Africa to North 
America since 1997

• Offline EDC via tablets since 2015

• ePRO, secure data input, and export

DFdiscover software supports research 
organizations around the globe





Study Initiation → Go-Live

Standard Operating 
Procedures

Regulations

Clinical Protocol

Study 
Documentation

Role Access 
Permissions

Database Setup Testing

Sponsor / 
Investigator 

Approvals

Study Go-Live



#3: 
Functionality 

Supports 
Flexibility

Choose a CDMS with functionality that meets 
your study protocol & workflow needs

Capture data from multiple sources in a single 
system

Collect data on any schedule: Multiple visit 
cycles, cohorts, early termination

Implement consistency & validation checks in 
accordance with risk-based, fit-for-purpose 
principles



Electronic Data Capture

• Enter and update data

• Respond to queries 

• Dashboard, reports, listings

• Use any device: laptop, 
browser, tablet, smartphone

• Data import & export 

• Direct data entry or data 
integrations

• Offline data capture with 
DFcollect tablet app



Offline Data Capture

• Streamlined: One system for EDC, ePRO – offline or online

• Fast: No extra setup time or separate configuration

• Full offline support: Data entry and modification, quality 
checks, source documents, query resolution, eSignatures 

• Easy updates: Mid-study changes and protocol 
amendments pushed automatically to all devices 

• Simple sync: Conflict resolution for any discrepancies

• Data loss prevention: Restore unsaved data after logout 

• Security: Full encryption to keep on-device data safe

EDC

ePRO



Image-Based Data Capture

Paper CRFs completed
Barcode added in advance

Scanned copy 
sent via secure 
transmission

Data entry assisted by 
Optical Character 
Recognition (OCR)



Participant Surveys with Integrated ePRO

• Easy-to-use app for study participants

• Collect symptoms, daily outcomes, 
questionnaires, study diaries, surveys from 
anywhere, even offline

• Reduce in person visits & phone calls

• Improve data quality & protocol 
adherence

• Fully integrated with DFdiscover CDMS



Randomization

• State of the art algorithms reduce sample size without reducing power

• Flexible, anytime access via web, text message, and phone

Powered by and

• Go digital with a secure and compliant eConsent system 

• Improve patient experience, reduce paper and data entry burden

eConsent



Data Migration from Existing Systems

• Import database definition from Excel file

• Use existing database schema to create new database

• Flexible data import options

• Self-service data import tool for external data migration 
with mapping options

• Powerful backend tools for developing data exchange, 
transformation, and loading (ETL) processes

• API for integration with external systems



#4: 
Planning 

Ensures 
Completeness

Comprehensive Data Management and 

Statistical Analysis Plans

Implementation of CDISC standards: 

CDASH, SDTM, ADaM

Defined study scheduling to quickly 

identify data gaps 

Risk-based oversight to ensure data 

quality and integrity



Risk-Based Quality Management (RBQM)

• The ability to specify the most important data 

• Adoption of real-time data monitoring tools to identify risks and anomalies 
early and throughout the trial process

• Proactive issue resolution through automated quality control measures

• A compliant EDC provides:
• Required, essential, and optional fields

• Required, conditional, and optional visits and CRFs

• Cycle management, including visit, cycle, and study termination

• Complete query management with audit trails and documented resolution



Data Management Oversight

Initiation Setup Management Closeout

Data workflow

Data validation checks

CDISC standards

User acceptance testing

Query management

Randomization

Subject scheduling

Email alerts

Listings & reports

SAE reconciliation

Clinical coding

Source data verification

Data review meetings

Data export & transfers

Lab normal management

External data integration & 
reconciliation

Database lock



Data Quality Checks

• Built-in query management

• Interactive data checks 
during data entry

• Current field (univariate)

• Cross-field (multivariate): 
same page, cross-page, 
cross-visit

• Batch checks ensure no 
data quality issues are 
missed



Reporting

• Customizable dashboard

• Charts & graphs

• Data listings 

• Interactive with CRF data

• Export as HTML and Excel

• Flexible export tools



Visit Scheduling

• Apply complex visit scheduling and CRF completion requirements

• Automated queries for overdue visits and missing pages 

• Only display relevant visits and CRFs in the subject binder

Screen failure

No study visits displayed

Enrolled subject

Study visits displayed, 

overdue visits in red



Assuring Data Quality

Data 
Integrity

Attributable

Legible

Contemp-
oraneous

Original

AccurateComplete

Consistent

Enduring

Available



It’s time to graduate to a compliant EDC system when you…

• Begin to prepare for regulatory submissions

• Anticipate increased oversight

• Sponsor / investigator expectations

• Research grant / funding requirements

• Need to manage clinical complexity

• Varied data sources (paper, ePRO, lab data)

• Multiple sites, treatment cycles, cohorts

• Adaptive randomization

• Want to build research data infrastructure for the long-term



Q & A

Help Shape Future DFnet Webinars

Scan for survey or follow the link in the chat. 

RESOURCES

LET’S TALKSHORT SURVEY

Contact  Us: info@dfnetresearch.com

Schedule a Demo: www.dfnetresearch.com/schedule-a-demo/

Knowledge Hub: www.dfnetresearch.com/knowledge-hub/

Access past DFnet webinars

DFnet Academy: www.dfnetresearch.com/my-account/

Login to view DFdiscover training videos

mailto:info@dfnetresearch.com
http://www.dfnetresearch.com/schedule-a-demo/
https://www.dfnetresearch.com/knowledge-hub/
http://www.dfnetresearch.com/my-account/


Thank you!
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