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Introduction to DFengage



Enhance Participant Engagement 
with DFengage ePRO

Ʒ Easy-to-use app for research participants

Ʒ Collect symptoms, daily outcomes, 
questionnaires, study diaries, surveys

Ʒ Participants enter data from any device
Ʒ In their chosen language

Ʒ From anywhere ӛ online or offline

Ʒ Real-time study team access to completed 
data

Ʒ Reduce in-person and phone visits 

Ʒ Available on the web & as a mobile app on 
Android and iOS

Ʒ Fully integrated with DFdiscover platform



Capture ePRO data with DFengage

One question per screen for ease of completion.

All data types supported. Help information may be defined.

Activities can be completed online or offline.
Notification sent for new 
and overdue activities

Study activities defined per 
protocol

Data available in DFexplore / 
DFweb / DFcollect after syncing



DFengage: ePRO with DFdiscover

Ʒ ePRO app fully integrated with DFdiscover system and EDC apps

Ʒ Available as a mobile app (iOS/Android) and on the web

Ʒ Study participants complete activities defined by the research team

Ʒ Instant access to synced ePRO data in DFexplore, DFweb, DFcollect

Ʒ Notifications  for new and overdue activities

Ʒ Offline support for notifications and activities (mobile app only)

Ʒ Multi-language support

Ʒ One study database definition in DFdiscover

Ʒ Mid-study changes are synced when opening DFengage online



DFengage: Works Online and Offline

Ʒ Online
Ʒ 5@=F GFDAF=Ӆ GF;= MK=J ;DA;CK ӑ$AFAK@ӅӒ <9L9 >GJ L@9L 9;LANALQ AK K=FL LG

DFdiscover via API and removed from the app

Ʒ Any scheduling updates or mid-study changes are synced with DFengage

Ʒ Offline
Ʒ Setup and visit schedule information is stored in the app on device so 

that activities can be completed while offline

Ʒ Notifications are sent while offline according to schedule from last sync

Ʒ Once back online with app open and active, the data is synced with 
DFdiscover and removed from device

MOBILE



DFengage Mobile: Timing and Notifications

Ʒ Activities available based on participant visit schedule

Ʒ Activity available in DFengage on the visit due date & time

Ʒ Device notification sent when activity is due or overdue

Ʒ By default, activities are available at 8:00am device time on 
their due date, but can be customized per visit

Ʒ Custom visit timing supports multiple activities per day

Ʒ 2AEAF? AK :9K=< GF MK=JӐK <=NA;= LAE=

Ʒ In case of time zone changes: 

Ʒ Notifications are sent according to the device's time zone when 
DFengage was last open

Ʒ Will revert to new time zone moving forward once DFengage is 
open

MOBILE



DFengage Web: Timing and Notifications

Ʒ Activities available based on participant visit schedule

Ʒ Same as mobile app 

Ʒ Activity notifications sent via email

Ʒ 0=EAF<=JK K=FL :9K=< GF K=JN=J LAE= ӦFGL MK=JӐK
device time) and participant schedule

Ʒ Subject must be registered with email address on 
DFweb ePRO management page

Ʒ Reminder email text can be customized

Ʒ No push notifications available in the web app

Ʒ Login reminder emails can be sent by site on 
demand

WEB



DFengage: Security & Personal Data

Security

Ʒ Unique user account with username and 
password required for each participant

Ʒ No geolocation data stored in DFengage

Ʒ Only study responses are collected from 
participant

Ʒ Data encrypted locally on the device and in 
transit

Ʒ Data not retained on the device/browser
Ʒ Mobile: No study data remains on the 

device after syncing

Ʒ Web: No study data remains on the device 
after logging out

Personally Identifiable Information (PII)

Ʒ Database records identified by subject ID

Ʒ Audit trail tracked by username

Ʒ PII used to support account setup, forgot 
password, two-factor authentication, and 
email reminders

Ʒ PII stored securely in DFdiscover and only 
accessible to authorized personnel
Ʒ User-based access to participant PII

Ʒ User profile inaccessible to system and 
study admins 

Ʒ User profile data encrypted in transit and 
at rest



DFengage: ePRO User Accounts

Ʒ Unique username and password for each 
participant with generic usernames

Ʒ One-to-one correspondence between DFadmin 
user and study participant

Ʒ Study administrator creates unique ePRO user 
accounts in DFadmin 

Ʒ Staff working directly with participants use ePRO 
Management tool in DFweb for registration



DFengage: Data Usage and Storage

Ʒ App does not consume data while swiped 
away or closed 

Ʒ Data is consumed while participant is 
completing activities and when data is synced

Ʒ DFengage uses less storage space than 
commonly used apps
Ʒ Social media, photos, and music take most space 

on phone or tablet

Ʒ Larger studies will take up more storage

Android
(Pixel 4): 
41 MB

iPhone: 
45 MB

MOBILE



DFengage 2.4

5@9LӐK ,=O



5@9LӐK F=O AF "$=F?9?= ҐӄҒ

Ʒ DFengage is now available on the web in addition to being a mobile app

Ʒ Streamlined login flows supported by ePRO management page in DFweb 5.10

Ʒ Forgot password & two-factor authentication 

Ʒ Reminder dot icon for unsynced activities

Ʒ Support for scheduled repeating forms 

Ʒ Support for special view-only fields to capture study language & creation local 
timestamps automatically

Ʒ Usability improvements & bug fixes

See Release Notes for complete details

NEW IN 2.4



DFengage Mobile vs. Web
Key functionality is the same between web and mobile, with a few differences:

Feature DFengage mobile DFengage web

Complete scheduled activities online

Complete scheduled activities offline internet connection required

Set PIN for easy login password required for each login

Streamlined invitation workflow

Forgot password & two-factor authentication

Offline notifications notifications sent via email

Push notifications no email required notifications sent via email

,GLA>A;9LAGFK AF H9JLA;AH9FLӐK DG;9D LAE=sent using device time zone sent using server time zone

View history of completed activities

Unique ePRO accounts

Accessible via web browser requires app installation

Requires installation on a phone/tablet no installation required



Considerations for Mobile vs. Web

Mobile best when:

Ʒ Activities are frequent (e.g., daily surveys)

Ʒ Internet connection not always available 

Ʒ Simpler access with PIN (vs. password)

Ʒ Push notifications help increase patient 
engagement

Web best when:

Ʒ Activities are infrequent (e.g., once; every few months)

Ʒ No internet connectivity limits

Ʒ Preference not to install an app

Ʒ Email-based reminders sufficient for patient 
engagement



Streamlined Login

ePRO Onboarding Flow for In-Person Participants 

1

Site registers 
participant with 
email address 

and shares invite 
link/QR code

2

Participant opens 
link or scans QR 

code to open 
DFengage on 
their device

3

Participant 
confirms email 

address

4

Participant 
receives new 

password email 
and clicks link

5

Participant sets 
new password 
and logs in to 

DFengage

Secure, expiring linkNon-expiring, non-
secure link



Streamlined Login

ePRO Onboarding Flow for Remote Participants

1

Site registers 
participant with 
email address 

and sends 
invitation email

2

Participant 
receives email 

and clicks 
invitation link

3

Participant 
confirms email 

address

4

Participant 
receives new 

password email 
and clicks link

5

Participant sets 
new password 
and logs in to 

DFengage

Secure, expiring linkNon-expiring, non-
secure link



Streamlined Login

Access Links for DFengage Web & Mobile

Simplifying DFengage login

Ʒ Subject-specific invite  
and login  links

Ʒ Server-specific link 
requires both username 
and password

Ʒ Non-expiring 

Ʒ Password always 
required for login

From subject-
specific invite link

From subject-
specific login link

From server-
specific link



Access Links Details

Ʒ When to use which link:

Ʒ Invite  = participant has not yet confirmed their email address or set a password

Ʒ Login = participant knows their password but needs the link to access their activities on 
the web, or needs to set up DFengage mobile on a new device

Ʒ Server-specific = generic link for any participant, requires username to be entered

Ʒ These are non-expiring links (not secure, no expiry)

Ʒ Default links using dfengage.dfdiscover.com provide flexibility for web & mobile:

Ʒ Directs to mobile app on a supported phone or tablet

Ʒ Otherwise, directs to DFengage web

Ʒ Learn more about access links in the DFengage Setup & Admin Guide

https://www.dfnetresearch.com/wp-content/uploads/dfengage/2.4doc/dfengageadmman/html/dfengageadmman.html#access-links-for-dfengage


Login without Access Links

Without an access link, 
server & API are not 
known to DFengage 

Ʒ Server is required

Ʒ API may be skipped if 
provided by the 
DFdiscover server 

Ʒ Both username & 
password required to 
login

1. Enter server 2. Enter API
(may be skipped)

3. Enter username 
and password



Upgrade Process for DFengage

DFengage mobile app

Ʒ On release, update becomes available in the app stores for Android and iOS

Ʒ Once available in the app stores, existing users will receive the update according to their 
device settings

Ʒ Auto-update enabled: Update received automatically from app store

Ʒ Auto-update disabled: Manually update from app store

DFengage web app

Ʒ DFnet instance will be automatically update to the newest version after the release

Ʒ Organizations with their own DFengage instance will upgrade on their own schedule

Ʒ No action required by end users ӛ existing links will continue working as usual



Additional Resources

DFengage 2.4 Release Notes
Ʒ Details of changes since DFengage 2.3

DFengage User Guide
Ʒ Details for end users of DFengage

DFengage Setup & Admin Guide

Ʒ Details for study teams implementing 
DFengage in their studies

https://www.dfnetresearch.com/wp-content/uploads/dfengage/2.4doc/dfengagerelease/html/dfengagerelease.html
https://www.dfnetresearch.com/wp-content/uploads/dfengage/2.4doc/dfengage/html/dfengage.html
https://www.dfnetresearch.com/wp-content/uploads/dfengage/2.4doc/dfengageadmman/html/dfengageadmman.html


A note about these materials

Ʒ These slides cover how to use DFengage when using the mobile app (installed 
on a tablet or smartphone) or web app (accessed through a browser)

Ʒ Some instructions are the same on mobile and web; some are different

Ʒ Information specific to mobile or web are noted using the cards below:

Ʒ If you are using mobile or web only in your study, adapt these slides as needed 
by removing instructions for the modality you are not using

MOBILE

WEB



Getting Started with 
DFengage

For Study Participants



Follow instructions provided by research team

The research team will provide you with information needed to access DFengage
Ʒ An invitation email with a link to open DFengage mobile or DFengage web

Ʒ A link or QR code to access DFengage on the web

Ʒ A link or QR code to set up DFengage on your mobile device

Example invite link & QR code
Example invitation email



Getting Started with 
DFengage Mobile



Step 1: InstallDFengage

iPhone/iPad

Available from Apple App Store

iOS/iPadOS 14.4 or newer required

Android

Available from Google Play Store

Android 8.0 or newer required

A black and white sign with white text

Description automatically generated

The research team may also give you 
a special QR code or link to use

MOBILE

https://apps.apple.com/ca/app/dfengage/id6468891878
https://play.google.com/store/apps/details?id=com.dfnetresearch.dfengage
https://play.google.com/store/apps/details?id=com.dfnetresearch.dfengage
https://apps.apple.com/ca/app/dfengage/id6468891878


Step 2: OpenDFengage

Ʒ Once installed, open DFengage:
Ʒ 29HHAF? ӑ-H=FӒ >JGE L@= 9HH KLGJ=

Ʒ Find and tap the DFengage icon on your 
phone screen or in your apps list

Ʒ Click the special link provided by the 
research team

Ʒ Default interface language is English 
but DFengage will switch to French 
or Spanish based on your device 
language setting

iPhone Android

MOBILE



Step 2: Open DFengage

Ʒ Introduction screen gives app overview over 
4 pages

Ʒ Screen scrolls automatically through 4 
pages, or swipe to scroll manually

Ʒ Tap Get Started to continue to login page

Ʒ The introduction screen will not show again 
after tapping Get Started

MOBILE



Step 3: Confirm your email address

Ʒ This step confirms your registration

Ʒ Enter your email address provided to the 
research team

Ʒ Click Confirm Email

Ʒ This will verify your account and send you a 
link to set your password

Ʒ Find the email with subject line DFdiscover 
password reset and click the link in it



Step 4: Set new password

Ʒ Create a new password that only you know

Ʒ Follow any instructions shown for 
password length and complexity

Ʒ Enter the password a second time to 
confirm it

Ʒ Remember your password for future logins

Ʒ Press Set New Password

Ʒ You will be logged into DFengage with your 
new password

Note: This step will repeat later if your password 
expires during the study or if you request a 
password reset



Step 5: Two-factor authentication (optional)

Ʒ You may be prompted to provide a verification 
code after logging in with your password

Ʒ Find the email with subject line Security Code 
for explore.dfdiscover.com

Ʒ The subject line may have a different server name in 
HD9;= G> ӑexplore.dfdiscover.comӒ

Ʒ Return to DFengage and enter the code provided, 
then click Verify

Ʒ If the code expires, click Resend Code to get a 
new one



Step 6: Set PIN

A PIN is required to 
protect your data. You will 
enter your PIN each time 
you open the app

Ʒ Choose a four-digit PIN

Ʒ Re-enter PIN to confirm

MOBILE



Step 7: Allow notifications

Ʒ Allow DFengage to send you notifications about new activities

iPhone Android

MOBILE



Step 7: Enable all notification options

Enable all notification options in Settings so no reminders are missed

iPhone Android (may differ across devices)

MOBILE



Step 7: Allow notifications in focus modes

Add DFengage as an allowed app in focus modes to avoid missing notifications

iPhone 
Settings > Focus > Select mode > Apps

Android
Settings > Notifications > Do Not Disturb > Apps

MOBILE



Step 8: Allow background running (Android only)

Ʒ Allow background running to ensure notifications are received on time

Ʒ Not applicable when using iPhone

MOBILE



Step 9: Select language (optional)

Ʒ This step may be skipped for your study or 
auto-detected from your device language

Ʒ If you want to change your language later, 
QGMӐDD F==< LG DG? GML 9F< DG? AF 9?9AF

Ʒ Languages available here are specific to your 
study and may be different from the app 
interface languages available

Ʒ DFengage interface is available in English, French, 
and Spanish, displayed according to your device 
language setting



Step 10: Complete training

The training module teaches 
you how to use DFengage 

Tap through each screen to 
learn how to complete 
9;LANALA=K 9F< MK= L@= 9HHӐK
other features

Later, you can access this 
training again anytime from 
Settings page



Setup complete!

If you have activities 
ready to complete 
FGOӅ QGMӐDD K== 9
screen like this:

'> QGM <GFӐL @9N=
any activities for 
LG<9QӅ QGMӐDD K== 9
screen like this:

7GMӐDD J=;=AN= 9
notification on your 
device when a new 

activity is ready

7GMӐDD F==< LG =FL=J
your PIN to complete 

new activities

MOBILE



Today
This is your home page, where you 
OADD >AF< 9DD G> LG<9QӐK 9;LANALA=K

History
View all completed activities 

and their sync status

Settings
Find app information, access training 

& online user guide, and logout



Getting Started with 
DFengage Web



Step 1: Open DFengage

Using the invitation email, link, or QR 
code provided by the research team, 
open DFengage on the web

Example invite link & QR code Example invitation emails

WEB



Step 2: Confirm your email address

Ʒ Enter your email address provided to the research 
team to confirm your registration

Ʒ Click Confirm Email

Ʒ This will verify your account and send you a link to 
set your password

Ʒ Find the email with subject line DFdiscover 
password reset and click the link in it

Ʒ The link is secure and private to you and must be used 
within 30 minutes

Ʒ Use the same browser & device as the one used to 
confirm your email



Step 3: Set new password

Ʒ Create a new password that only you know

Ʒ Follow any instructions shown for 
password length and complexity

Ʒ Enter the password a second time to 
confirm it

Ʒ Remember your password for future logins

Ʒ Press Set New Password

Ʒ You will be logged into DFengage with your 
new password

Note: This step will repeat later if your password 
expires during the study or if you request a 
password reset



Step 4: Two-factor authentication (optional)

Ʒ You may be prompted to provide a verification 
code after logging in with your password

Ʒ Find the email with subject line Security Code 
for explore.dfdiscover.com

Ʒ The subject line may have a different server name in 
HD9;= G> ӑexplore.dfdiscover.comӒ

Ʒ Return to DFengage and enter the code 
provided, then click Verify

Ʒ If the code expires, click Resend Code to get a 
new one



Step 5: Select language (optional)

Ʒ This step may be skipped for your study or 
auto-detected from your device language

Ʒ If you want to change your language later, 
QGMӐDD F==< LG DG? GML 9F< DG? AF 9?9AF

Ʒ Languages available here are specific to your 
study and may be different from the app 
interface languages available

Ʒ DFengage interface is available in English, French, 
and Spanish, displayed according to your device 
language setting



Step 6: Complete training

The training module teaches 
you how to use DFengage 

Tap through each screen to 
learn how to complete 
9;LANALA=K 9F< MK= L@= 9HHӐK
other features

Later, you can access this 
training again anytime from 
Settings page



Setup complete!

If you have activities 
ready to complete 
FGOӅ QGMӐDD K== 9
screen like this:

'> QGM <GFӐL @9N=
any activities for 
LG<9QӅ QGMӐDD K== 9
screen like this:

7GMӐDD J=;=AN= 9F =E9AD
when a new activity is 

ready

7GMӐDD F==< LG DG?AF OAL@
your password to 

complete new activities

WEB



WEB

Today
This is your home page, where you 
OADD >AF< 9DD G> LG<9QӐK 9;LANALA=K

History
View all completed activities 

and their sync status

Settings
Find app information and access 

training & online user guide



Completing activities in 
DFengage

For Study Participants



2G<9QӐK ;LANALA=K

Ʒ Your username and study name are shown in header

Ʒ Cloud icon indicates connection and sync status:

Ʒ      Online, successful sync with the server

Ʒ      Online, syncing in progress

Ʒ      Offline, no connection with the server

Ʒ Activities are listed according to their status: 
Overdue, Due Now, Upcoming, Completed

MOBILE



2G<9QӐK ;LANALA=K

Ʒ Your username and study name are 
shown in header

Ʒ Activities are listed according to their 
status: Overdue, Due Now, 
Upcoming, Completed

Ʒ Logout button for when you are 
completed all your activities

Ʒ Logging out is important to keep your 
data safe and secure

WEB



Overdue activities

Ʒ If you do not complete your activities on 
time, they may become overdue

Ʒ You will receive notifications for overdue 
activities as well as new activities

Ʒ Please complete these activities as soon 
as possible!

Ʒ This section is greyed out if you have no 
overdue activities



Due Now activities

Ʒ Activities that are ready to complete now 
are shown in Due Now section

Ʒ !DA;C ӑӋӒ A;GF LG K== EGJ= AF>GJE9LAGF
about this activity from the research team

Ʒ Complete these activities before they 
become overdue!

Ʒ This section is greyed out if you have no 
activities due now



Upcoming activities

Ʒ You may have activities to complete 
D9L=J AF L@= <9Q L@9L 9J=FӐL Q=L 9N9AD9:D=

Ʒ No Start  button until the activity is 
available

Ʒ You will receive a notification when an 
upcoming activity is ready

Ʒ This section is greyed out if you have no 
upcoming activities



Starting an activity

Ʒ Tap Start  next to an activity to 
begin providing responses, or 
Continue for an activity started 
earlier

Ʒ After providing a response, tap 
Next to go to the next question

Ʒ Tap i next to the question for more 
information about it (if provided by 
the research team)



Finishing an activity

Ʒ On the last question of the 
activity, tap Finish to 
submit your responses

Ʒ 7GMӐDD := 9KC=< LG ;GF>AJE
you are ready to submit. 
Tap Yes to confirm or No to 
return to the activity

Ʒ After you tap Yes, the 
9;LANALQ AK ;GEHD=L=<ӄ 7GMӐDD
return to the Today page



Completed activities

Ʒ -F;= QGM ;GEHD=L= 9F 9;LANALQӅ QGMӐDD K== AL
in the Completed section for that day only

Ʒ All completed activities are listed on the 
History page

Ʒ Tap View to see your responses (online 
only, no changes allowed)

Ʒ This section is greyed out if you have no 
completed activities today



History & Pending activities

Ʒ History lists all your completed activities and 
their current sync status

Ʒ Tap View to see your responses (online only, 
no changes allowed)

Ʒ If activity is synced with server, it is Sent

Ʒ If activity is not yet synced with server (not 
available to the research team), it is Pending

Ʒ DFengage will attempt to resend when the 
app is open and connected to internet

Ʒ When online, tap cloud icon to sync manually

Ʒ Red dot reminder on History button

Ʒ History is reset if you log out of DFengage Online, 3 activities sent Offline, 2 activities 
pending

MOBILE



History & Pending activities

Ʒ History lists all your completed activities and 
their current sync status

Ʒ Tap View to see your completed responses 
(no changes allowed)

Ʒ If activity is synced with server, it is Sent

Ʒ If activity is not yet synced with server (not 
available to the research team), it is Pending

Ʒ This may happen if data is in use by research 
team

Ʒ Red dot reminder on History button & 
E=KK9?=ӆ ӑ7GMJ 9;LANALQ AK O9ALAF? LG := K=FLӒ

Ʒ Click Sync button to resend manually

Ʒ Do not leave or logout without syncing

3 activities 
sent

1 pending 
activity, 2 
activities 
sent

WEB



Logout

Ʒ When you are finished working in 
DFengage web, log out to close your 
session

Ʒ Click Logout in top right corner

Ʒ On smaller screens, go to the Settings 
page to log out

Ʒ If you are inactive for 20 minutes, you will 
be automatically logged out

Ʒ Logging out helps keep your data secure

WEB



Questions & Issues

For study participants



Can I stop halfway through an activity? Yes

Ʒ Complete activities in one sitting (unless otherwise instructed)

Ʒ However, responses are saved if you stop or exit mid-activity
Ʒ On mobile, DFengage saves your progress to your device

Ʒ On web, DFengage saves your progress until the end of your session (logout or close page)

Ʒ !DA;C ӑ!GFLAFM=Ӓ GF L@= 2G<9Q H9?= LG
return to the question where you exited

Ʒ If you logout of the app, you will lose any 
activities not yet finished and synced with 
the server



Can I change my responses? Yes

Ʒ 29H ӑ.J=NAGMKӒ LG J=NA=O J=KHGFK=KӆƷ If you change a previous response: 

Ʒ -F;= ;GEHD=L=< Ӧӑ$AFAK@ӒӅ L@=F ӑ7=KӒӧӅ J=KHGFK=K ;9FFGL := ;@9F?=<



Can I see my responses to completed activities? Yes

Ʒ After tapping Finish and then Yes to submit the 
activity to the research team, the activity is 
complete

Ʒ Tap View on Today or History page to see your 
submitted responses, when online only

Ʒ If any changes were made after you submitted 
your responses, you will see those changes in 
DFengage

Ʒ Contact the research team with any questions 
or concerns



What if I forget my password?

3. Find the email 
message DFdiscover 
password reset and 

click the link

1. Click Forgot 
Password below 

the password field

2. Enter your 
username and email 
address, then click 

Send Email

4. Follow the 
instructions for setting 

a new password

ғӄ ,GO QGMӐJ=
logged in to 
DFengage

Ʒ Link expires after 
30 minutes

Ʒ Requires the 
same browser & 
device as step 1-2



When do I need to use my PIN?

Ʒ Your PIN keeps the app secure on your device

Ʒ PIN is required  when reopening the app after:

Ʒ App is inactive for 20 minutes or longer

Ʒ App is closed

Ʒ PIN is not required  when reopening the app after:
Ʒ App is inactive for less than 20 minutes

Ʒ Device goes to sleep for less than 20 minutes

Ʒ If you exit this screen or log out:
Ʒ Pending activities and activity history are deleted

Ʒ You will need to login with your username and password 
and set a new PIN to continue using the app

MOBILE
































































































































































