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Getting	Help

For	software	support,	Please	contact	the	DFdiscover	team:



via	email,	help@dfnetresearch.com.

Visit	our	website,	https://www.dfnetresearch.com.

Conventions

A	number	of	conventions	have	been	used	throughout	this	document.

Any	freestanding	sections	of	code	are	generally	shown	like	this:

If	a	line	starts	with	#	or	%,	this	character	denotes	the	system	prompt	and	is	not	typed	by	the	user.

Text	may	also	have	several	styles:

Emphasized	words	are	shown	as	follows:	 emphasized	words.

Filenames	appear	in	the	text	like	so:	 dummy.c.

Code,	constants,	and	literals	in	the	text	appear	like	so:	 main.c.

Variable	names	appear	in	the	text	like	so:	 nBytes.

Text	on	user	interface	labels	or	menus	is	shown	as:	 Printer	name,	while	buttons	in	user	interfaces	are	shown	as
Button 	.

Menus	and	menu	items	are	shown	as:	 File 	>	Exit .

DFdiscover	Web	Applications	-	NGINX	Setup
Documentation

Overview

This	document	describes	the	configuration	and	architecture	of	the	DFdiscover	web	application	suite	running	on	
example.com	with	multiple	network	interfaces	configured.	The	system	uses	nginx	as	a	reverse	proxy	to	route	traffic	to	three
backend	applications:	DFweb,	DFengage,	and	DFws.

This	system	uses	multiple	network	interfaces	with	the	following	configuration:

Component Network	Interface IP	Address Port

DFdiscover NIC1 10.2.0.9 443

Nginx	Reverse	Proxy NIC2 10.2.0.4 443

DFweb NIC2 10.2.0.4 8443

DFengage NIC2 10.2.0.4 9443

DFws NIC2 10.2.0.4 4433

	#	this	is	example	code
	code	=	code	+	overhead;

mailto:help@dfnetresearch.com
https://www.dfnetresearch.com


IMPORTANT:	The	specific	IP	addresses	(10.2.0.4	and	10.2.0.9)	are	only	required	in	the	configurations	due	to	multiple
services	are	running	on	the	same	server	with	multiple	network	interfaces.	If	you	are	deploying	these	applications	on
separate	servers	(one	application	per	server),	you	do	not	need	to	specify	IP	addresses	for	port	binding—the	applications
can	bind	to	all	available	interfaces	(0.0.0.0)	by	default.

When	to	specify	IP	binding:

✅	Multiple	applications	on	one	server	with	multiple	NICs
✅	Need	to	isolate	traffic	on	specific	network	interfaces
❌	Single	application	per	server	(IP	binding	not	required)
❌	Server	has	only	one	network	interface	(IP	binding	not	required)

Network	Configuration

Public	Entry	Point:	https://example.com	(Port	443)
Server	IP:	10.2.0.4
Protocol:	HTTPS	with	TLS	1.3	encryption
SSL	Certificates:

Certificate:	/etc/ssl/certs/server.crt
Private	Key:	/etc/ssl/private/server.key

Nginx	Reverse	Proxy	Configuration

The	main	nginx	configuration	is	located	at:	 /etc/nginx/conf.d/default.conf

Complete	Server	Block	Configuration

```nginx	server	{	listen	10.2.0.4:443	ssl	http2;	server_name	example.com;

ssl_certificate	/etc/ssl/certs/server.crt;	ssl_certificate_key	/etc/ssl/private/server.key;	ssl_protocols	TLSv1.3;

client_max_body_size	50M;	server_tokens	off;	merge_slashes	off;

#	—————-	DFWEB	(Priority	Match)	—————-	location	^~	/dfweb/	{	proxy_pass
https://example.com:8443/dfweb/;	proxy_http_version	1.1;

			proxy_set_header	Host	$host;
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			proxy_set_header	X-Forwarded-Port	443;
			
			proxy_set_header	Upgrade	$http_upgrade;
			proxy_set_header	Connection	"upgrade";
			
			proxy_ssl_server_name	on;
			proxy_ssl_verify	off;

}

location	=	/dfweb	{	return	301	/dfweb/?$args;	}

#	—————-	DFENGAGE	(Priority	Match)	—————-	location	^~	/dfengage/	{	proxy_pass
https://example.com:9443/dfengage/;	proxy_http_version	1.1;



			proxy_set_header	Host	$host;
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			proxy_set_header	X-Forwarded-Port	443;
			
			proxy_set_header	Upgrade	$http_upgrade;
			proxy_set_header	Connection	"upgrade";
			
			proxy_ssl_server_name	on;
			proxy_ssl_verify	off;

}

location	=	/dfengage	{	return	301	/dfengage/?$args;	}

#	—————-	DFWS	(Priority	Match)	—————-	location	^~	/dfws/	{	proxy_pass	https://example.com:4433;
proxy_http_version	1.1;

			#	FORCE	the	Host	header	to	match	what	the	backend	expects
			proxy_set_header	Host	example.com;
			
			#	SNI	must	match	the	certificate	CN=*.example.com
			proxy_ssl_server_name	on;
			proxy_ssl_name	example.com;
			
			#	Matches	the	TLS	version	seen	in	your	curl	output
			proxy_ssl_protocols	TLSv1.3;
			
			#	Standard	proxy	headers
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			
			proxy_ssl_verify	off;

}

#	—————-	DFENGAGE	(Catch-all,	must	be	last)	—————-	#—	DFWEB	Catch-all	modify	proxy_pass
/dfengage	to	/dfweb	———–	location	/	{	proxy_pass	https://example.com:9443/dfengage;	proxy_http_version	1.1;

			proxy_set_header	Host	$host;
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			proxy_set_header	X-Forwarded-Port	443;
			
			proxy_set_header	Upgrade	$http_upgrade;
			proxy_set_header	Connection	"upgrade";
			
			proxy_ssl_verify	off;
			proxy_ssl_server_name	on;

}	}	```

Server-Level	Directives



Directive Value Purpose

listen 10.2.0.4:443	ssl	http2

Binds	to	specific	IP
(exclude	IP	if	you	are
not	utilizing	multiple
NIC’s),	enables
SSL/TLS	and	HTTP/2

server_name example.com
Defines	the	domain
name	for	this	server
block

ssl_certificate /etc/ssl/certs/server.crt Path	to	SSL	certificate
file

ssl_certificate_key /etc/ssl/private/server.key Path	to	SSL	private
key

ssl_protocols TLSv1.3 Restricts	to	TLS	1.3
only	(most	secure)

client_max_body_size 50M Maximum	allowed	size
for	file	uploads

server_tokens off Hides	nginx	version	in
response	headers

merge_slashes off Prevents	URL	path
traversal	attacks

Location	Block	Priority

The	location	blocks	are	processed	in	this	specific	order:

1.	 Exact	Match	Redirects	(location	=	/dfweb	and	location	=	/dfengage)
Returns	301	redirect	to	add	trailing	slash
Ensures	consistent	URL	formatting

2.	 Priority	Prefix	Matches	(location	^~	/path/)
/dfweb/	→	Routes	to	DFweb	application	on	port	 8443
/dfengage/	→	Routes	to	DFengage	application	on	port	 9443
/dfws/	→	Routes	to	DFws	API	on	port	 4433

3.	 Catch-All	Match	(location	/)
Routes	all	other	requests	to	DFengage	(default	application)

NOTE:	Configurations	can	be	modified	for	the	default	application	of	DFweb	by	modifying	the	proxy_pass	
https://example.com:9443/dfengage;	values	to	proxy_pass	
https://example.com:8443/dfweb;

Proxy	Headers

The	following	headers	are	set	for	all	proxied	requests	to	preserve	client	information:



Header Purpose Example	Value

Host Original	hostname example.com

X-Real-IP Client’s	actual	IP
address 192.168.1.100

X-Forwarded-For Chain	of	proxy	IPs 192.168.1.100,	
10.2.0.4

X-Forwarded-Proto Original	protocol https

X-Forwarded-Port Original	port 443

WebSocket	Support

All	applications	support	WebSocket	connections	for	real-time	communication:

Header	Forwarding:	Standard	WebSocket	upgrade	headers	are	preserved
Protocol	Upgrade:	HTTP/1.1	with	upgrade	to	WebSocket	protocol
Connection:	Set	to	“upgrade”	for	persistent	connections

Security	Features

Protocol:	TLS	1.3	only	(most	secure	version)
Certificate:	Wildcard	certificate	for	*.example.com
Server	Tokens:	Disabled	(hides	nginx	version	information)
Upload	Limits:	Maximum	50	MB	file	uploads
Additional	Security:

URL	slash	merging	is	disabled	to	prevent	path	traversal	attacks
Backend	SSL	verification	is	disabled	(internal	network	trust)
All	traffic	is	encrypted	end-to-end

DFweb	Application	configuration	for	Nginx

Access	Information

Primary	URL:	https://example.com/dfweb/
Backend	Port:	8443
Base	Directory:	/opt/dfweb/

IMPORTANT:	Accessing	/dfweb	without	the	trailing	slash	will	automatically	redirect	to	 /dfweb/

Configuration

File	Location:	/opt/dfweb/environment.json

{
	"dfws":	"https://example.com",
	"port":	"8443",
	"baseHref":	"dfweb"
}



IMPORTANT:	The	dfws	value	should	contain	only	the	hostname,	not	the	/dfws	path	or	the	port	number	appended	to
the	FQDN.	The	DFweb	application	automatically	appends	/dfws/v5	when	making	API	calls.

Configuration	Details:

Connects	to	DFws	API	at	https://example.com	(routes	through	nginx	to	port	4433)
Runs	on	port	8443
Base	path	is	/dfweb/

Application	Structure

Client	application	(/opt/dfweb/dist/client/index.html):	Base	href	/dfweb/data/
Flutter	application	(/opt/dfweb/dist/flutter/index.html):	Base	href	/dfweb/

Request	Flow

1.	 User	navigates	to	https://example.com/dfweb/
2.	 Request	arrives	at	nginx	on	port	443
3.	 Nginx	terminates	TLS	connection
4.	 Nginx	forwards	request	to	https://example.com:8443/dfweb/
5.	 DFweb	application	processes	the	request
6.	 Response	travels	back	through	nginx	to	the	user

Nginx	Location	Block	for	DFweb

location	^~	/dfweb/	{
			proxy_pass	https://example.com:8443/dfweb/;
			proxy_http_version	1.1;
			
			proxy_set_header	Host	$host;
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			proxy_set_header	X-Forwarded-Port	443;
			
			proxy_set_header	Upgrade	$http_upgrade;
			proxy_set_header	Connection	"upgrade";
			
			proxy_ssl_server_name	on;
			proxy_ssl_verify	off;
}

location	=	/dfweb	{
			return	301	/dfweb/?$args;
}

Troubleshooting

Cannot	access	DFweb:

Verify	service	is	running:	systemctl	status	-l	dfweb
Check	port	is	listening:	netstat	-tlnp	|	grep	8443
Ensure	URL	includes	trailing	slash:	/dfweb/

API	connection	issues:

Verify	environment.json	has	correct	dfws	value	(hostname	only,	no	/dfws	path	or	port	number	specification	



:4433)
Check	nginx	is	proxying	requests	correctly
Review	nginx	error	logs:	/var/log/nginx/error.log

DFengage	Application

Access	Information

Primary	URL:	https://example.com/dfengage/
Backend	Port:	9443
Base	Directory:	/opt/dfengage/
Default	Application:	Also	accessible	via	the	root	URL	 https://example.com/

Important:	Accessing	/dfengage	without	the	trailing	slash	will	automatically	redirect	to	 /dfengage/

Configuration

File	Location:	/opt/dfengage/environment.json

Configuration	Details:

Listens	on	IP	10.2.0.4
Runs	on	port	9443
Base	path	is	/dfengage/

Application	Structure

Flutter	application	(/opt/dfengage/dist/flutter/index.html):	Base	href	/dfengage/

Request	Flow

1.	 User	navigates	to	https://example.com/dfengage/	(or	just	/dfengage)
2.	 Request	arrives	at	nginx	on	port	443
3.	 Nginx	terminates	TLS	connection
4.	 Nginx	forwards	request	to	https://example.com:9443/dfengage
5.	 DFengage	application	processes	the	request
6.	 Response	travels	back	through	nginx	to	the	user

Nginx	Location	Blocks	for	DFengage

location	^~	/dfengage/	{
			proxy_pass	https://example.com:9443/dfengage/;
			proxy_http_version	1.1;
			
			proxy_set_header	Host	$host;
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;

{
	"ip":	"10.2.0.4",
	"port":	"9443",
	"baseHref":	"dfengage"
}



			proxy_set_header	X-Forwarded-Port	443;
			
			proxy_set_header	Upgrade	$http_upgrade;
			proxy_set_header	Connection	"upgrade";
			
			proxy_ssl_server_name	on;
			proxy_ssl_verify	off;
}

location	=	/dfengage	{
			return	301	/dfengage/?$args;
}

Catch-all	route	(default	to	DFengage)
location	/	{
			proxy_pass	https://example.com:9443/dfengage;
			proxy_http_version	1.1;
			
			proxy_set_header	Host	$host;
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			proxy_set_header	X-Forwarded-Port	443;
			
			proxy_set_header	Upgrade	$http_upgrade;
			proxy_set_header	Connection	"upgrade";
			
			proxy_ssl_verify	off;
			proxy_ssl_server_name	on;
}

NOTE:	The	catch-all	route	means	any	URL	not	matching	specific	paths	(/dfweb/,	/dfws/)	will	be	routed	to
DFengage.

Troubleshooting

Cannot	access	DFengage:

Verify	service	is	running:	systemctl	status	-l	dfengage
Check	port	is	listening:	netstat	-tlnp	|	grep	9443
Review	application	logs	in	/opt/dfengage/	directory
Ensure	URL	includes	trailing	slash:	/dfengage/

Unexpected	routing	to	DFengage:

This	is	expected	behavior	-	DFengage	is	the	default	application
Any	URL	not	matching	/dfweb/	or	/dfws/	will	route	to	DFengage

DFws	(Web	Service	API)	Configuration	for	Nginx

Access	Information

API	Endpoint:	https://example.com/dfws/



Backend	Port:	4433
Base	Directory:	/opt/dfws/

Important	for	Application	Configuration

When	configuring	DFweb,	DFengage,	or	DFcollect	applications	to	connect	to	the	DFws	API,	use	 only	the	hostname	without
the	/dfws	hostname	only	or	port	number	specification:

NOTE:	These	applications	automatically	append	/dfws/v5	(or	the	appropriate	API	version	path)	to	the	base	URL.	The
nginx	reverse	proxy	then	routes	requests	from	/dfws/	to	the	backend	DFws	service	on	port	 4433.

API	Call	Flow	Example

1.	 Application	configured	with:	"dfws":	"https://example.com"
2.	 Application	makes	request	to:	https://example.com/dfws/v5/endpoint
3.	 Nginx	receives	request	at:	/dfws/v5/endpoint
4.	 Nginx	proxies	to:	https://example.com:4433/dfws/v5/endpoint
5.	 DFws	service	processes	the	request	on	port	 4433

Incorrect	Configuration	(do	not	use):

Configuration

File	Location:	/opt/dfws/dfws.cf

Core	Settings

Port:	4433	(HTTPS)
SSL	Certificate:	/etc/ssl/certs/server.crt
SSL	Key:	/etc/ssl/private/server.key
Database:	/opt/dfws/dfws.db	(SQLite	database	for	application	data)
Reverse	Proxy:	Enables	DFWS	to	correctly	determine	the	originating	client	IP	address	when	traffic	is	routed	through	a
proxy	server.
Host_FQDN:	A	configuration	parameter	to	allow	an	external	facing	FQDN	to	be	used	in	Forgot	Password	emails.	This
parameter	is	only	required	when	an	internal	hostname	is	used	for	the	API	server’s	local	hostname,	in	order	for	Forgot
Password	emails	to	work	correctly.

Understanding	DFWS_REVERSE_PROXY

Set	DFWS_REVERSE_PROXY=true	when	DFws	is	deployed	behind	a	reverse	proxy.	When	enabled,	 DFws	recognizes	that
incoming	requests	are	forwarded	and	trusts	standard	proxy	headers	to	determine	the	client’s	true	network	identity	and	request
context:

X-Real-IP	–	the	original	client	IP	address	X-Forwarded-For–	the	full	proxy	chain,	with	the	client	IP	first
X-Forwarded-Proto	–	the	external	request	scheme	(https)

"dfws":	"https://example.com"

"dfws":	"https://example.com/dfws"		**WRONG**	-	will	result	in	/dfws/dfws/v5

DFWS_PORT=4433
DFWS_SSL_KEY=/etc/ssl/private/server.key
DFWS_SSL_CERT=/etc/ssl/certs/server.crt
DFWS_DATABASE=/opt/dfws/dfws.db
DFWS_REVERSE_PROXY=1
DFWS_HOST_FQDN=example.com



This	allows	DFws	to:

Record	accurate	client	IP	addresses	in	audit	and	access	logs
Apply	authentication,	session	handling,	and	security	logic	based	on	the	real	client	IP
Generate	correct	login	redirects	and	API	responses	that	reflect	the	externally	visible	HTTPS	endpoint	rather	than	the
internal	backend	port

When	DFWS_REVERSE_PROXY	is	enabled,	DFws	does	not	rely	on	the	proxy’s	source	IP	(such	as	the	NGINX	server
address)	and	instead	uses	the	forwarded	headers	provided	by	the	reverse	proxy.

Ensure	that	your	reverse	proxy	explicitly	forwards	these	headers	on	all	 /dfws/	requests.	The	recommended	NGINX	location
block	for	DFws	already	includes	the	required	X-Real-IP,	X-Forwarded-For,	and	X-Forwarded-Proto	headers,	enabling	 DFws
to	fully	and	accurately	identify	the	originating	client.

⚠ ️	Warning	If	DFWS_REVERSE_PROXY	is	not	enabled	when	DFws	is	behind	NGINX,	DFws	will	log	and	operate	on	the
proxy’s	IP	address	instead	of	the	real	client	IP,	ignore	the	external	request	scheme,	and	may	generate	incorrect	login	redirects
and	audit	records.	Always	enable	this	setting	when	using	a	reverse	proxy.

Best	Practice	for	Reverse	Proxy	Setup:

This	ensures	API	responses	return	links	pointing	to	the	public-facing	URL	(port	443)	rather	than	the	backend	port	(4433)
Current	configuration:	DFWS_HOST_FQDN=https://example.com	correctly	returns	links	to	the	nginx	proxy

Optional	Configuration	Settings

DFws	is	configured	via	properties	in	the	 /opt/dfws/dfws.cf	file.	Refer	to	DFws	Configuration	File,	DFws	User	Guide
for	full	details	.

Nginx	Location	Block	for	DFws

The	DFws	location	block	has	special	configuration	requirements	for	proper	SSL/TLS	handling:

location	^~	/dfws/	{
			proxy_pass	https://example.com:4433;
			proxy_http_version	1.1;
			
			#	FORCE	the	Host	header	to	match	what	the	backend	expects
			proxy_set_header	Host	example.com;
			
			#	SNI	must	match	the	certificate	CN=*.example.com
			proxy_ssl_server_name	on;
			proxy_ssl_name	example.com;
			
			#	Matches	the	TLS	version	seen	in	your	curl	output
			proxy_ssl_protocols	TLSv1.3;
			
			#	Standard	proxy	headers
			proxy_set_header	X-Real-IP	$remote_addr;
			proxy_set_header	X-Forwarded-For	$proxy_add_x_forwarded_for;
			proxy_set_header	X-Forwarded-Proto	https;
			
			proxy_ssl_verify	off;
}

Why	these	settings	are	needed:

Host	Header	Override:	Forces	the	Host	header	to	match	backend	expectations
SNI	Configuration:	Ensures	Server	Name	Indication	(SNI)	matches	the	wildcard	certificate	 *.example.com
TLS	Protocol	Match:	Explicitly	sets	TLS	1.3	to	match	backend	requirements

file:///opt/devel/gitDF/help/dfws/html/dfws.html#configuration-file-dfws.cf


Troubleshooting

Cannot	access	DFws	API:

Verify	service	is	running:	systemctl	status	-l	dfws
Check	port	is	listening:	netstat	-tlnp	|	grep	4433
Review	DFws	logs	in	/opt/dfws/	directory
Verify	SSL	certificates	exist	and	are	valid

Applications	cannot	connect	to	API:

Common	Cause:	Incorrect	dfws	configuration	in	application’s	environment.json	(DFweb	or	DFengage)
Verify	the	dfws	value	contains	only	the	hostname,	not	the	/dfws	path	or	port	number:
✅	"dfws":	"https://example.com"
❌	"dfws":	"https://example.com/dfws"

Why:	Applications	automatically	append	/dfws/v5	to	the	base	URL.	Including	/dfws	in	the	configuration	results	in
duplicate	paths	like	/dfws/dfws/v5

General	Troubleshooting

Connection	Issues

Problem:	Cannot	access	any	application

Ensure	you’re	using	HTTPS	(not	HTTP)
Verify	nginx	is	running:	systemctl	status	-l	nginx
Verify	DNS	resolution:	nslookup	example.com
Confirm	server	is	reachable:	ping	10.2.0.4

Problem:	Upload	fails

File	size	must	be	under	50	MB
Solution:	Split	large	files	or	compress	before	uploading

SSL	Certificate	Issues

Problem:	Browser	shows	certificate	warning

Cause:	Certificate	may	be	self-signed	or	expired
Verify	certificate	files	exist	at	/etc/ssl/certs/server.crt	and	/etc/ssl/private/server.key
Certificate	expiration:	openssl	x509	-in	/etc/ssl/certs/server.crt	-noout	-dates
Solution:	Contact	your	system	administrator	to	renew	certificates

502	Bad	Gateway	Errors

Problem:	Receiving	502	errors	when	accessing	applications

Cause:	Backend	application	is	not	running	or	not	responding
Verify	backend	services	are	running
Review	nginx	error	logs:	tail	-f	/var/log/nginx/error.log
Verify	backend	ports	are	listening	(see	Troubleshooting	sections	for	each	app)

Redirect	Loop	Issues

Problem:	Browser	shows	“too	many	redirects”	error



Cause:	Misconfiguration	in	proxy	headers	or	base	href	settings
Verify	X-Forwarded-Proto	is	set	to	https	in	nginx	configuration
Ensure	application	base	href	matches	nginx	location	blocks

Performance	Issues

Problem:	Slow	response	times

Server	resource	usage:	top	or	htop
Nginx	access	logs	for	slow	requests:	tail	-f	/var/log/nginx/access.log
DFws	connection	limits	and	database	performance
Solution:	Enable	verbose	logging	in	DFws:	uncomment	DFWS_LOG_THRESHOLD=4

Administration	Guide

Service	Restart	Order

After	configuration	changes,	restart	services	in	this	order:

1.	 DFws:	systemctl	restart	dfws
2.	 DFweb:	systemctl	restart	dfweb
3.	 DFengage:	systemctl	restart	dfengage
4.	 Nginx:	systemctl	restart	nginx	or	nginx	-s	reload

NOTE:	Use	nginx	-t	to	test	configuration	before	restarting	nginx.

Configuration	File	Locations

Component Configuration	File

Nginx /etc/nginx/conf.d/default.conf

DFws /opt/dfws/dfws.cf

DFweb /opt/dfweb/environment.json

DFengage /opt/dfengage/environment.json

SSL	Certificates /etc/ssl/certs/server.crt	and	
/etc/ssl/private/server.key

Log	File	Locations



Component Log	Location

Nginx	Access /var/log/nginx/access.log

Nginx	Error /var/log/nginx/error.log

Nginx	Service journalctl	-u	nginx

DFws Check	/var/log/messages	and	
/opt/dfws/DFwsadmin	showlog

DFweb Check	/var/log/messages	or	journalctl	-u	
dfweb

DFengage Check	/var/log/messages	or	journalctl	-u	
dfengage

Testing	Configuration	Changes

Before	applying	changes	to	production:

1.	 Test	nginx	configuration:	nginx	-t
2.	 Reload	without	downtime:	nginx	-s	reload	(preferred	over	restart)
3.	 Validate	JSON	files:	python3	-m	json.tool	<	/opt/dfweb/environment.json
4.	 Monitor	logs	during	changes :	tail	-f	/var/log/nginx/error.log

Monitoring	Commands

SELinux	Configuration

If	the	server	runs	SELinux	in	enforcing	mode,	additional	configuration	is	required	to	allow	nginx	and	the	backend	services	to
operate	correctly.

Verify	SELinux	Status

Nginx	SELinux	Boolean

#	Check	all	services	status
systemctl	status	nginx	dfws	dfweb	dfengage

#	Check	listening	ports
netstat	-tlnp	|	grep	-E	'443|4433|8443|9443'

#	Monitor	nginx	access	in	real-time
tail	-f	/var/log/nginx/access.log

#	Monitor	nginx	errors	in	real-time
tail	-f	/var/log/nginx/error.log

#	Check	SSL	certificate	expiration
openssl	x509	-in	/etc/ssl/certs/server.crt	-noout	-dates

getenforce
sestatus



Nginx	runs	in	the	httpd_t	domain.	To	allow	it	to	act	as	a	reverse	proxy	and	connect	to	the	backend	services,	enable	the
network	relay	boolean:

Port	Labeling

SELinux	restricts	which	TCP	ports	the	httpd_t	domain	can	connect	to.	The	backend	ports	used	by	DFweb	(8443),
DFengage	(9443),	and	DFws	(4433)	must	be	labeled	http_port_t.

Check	what	is	already	labeled	before	adding:

Add	any	ports	not	already	present:

NOTE:	Port	8443	(DFweb)	is	typically	included	in	 http_port_t	by	default.	Verify	with	semanage	port	-l
before	adding	to	avoid	errors.

DFdiscover	Application	SELinux	Policy

The	DFdiscover	core	application	(/opt/dfdiscover/)	requires	a	separate	custom	SELinux	policy	module	to	be	installed.
After	installing	that	module,	verify	the	critical	file	labels	are	correct:

If	file	labels	are	incorrect,	run:

Troubleshooting	SELinux	Denials

Problem:	nginx	returns	502	Bad	Gateway	and	AVC	denials	appear	in	the	audit	log

Check	for	denials:

#	Allow	nginx	to	relay	connections	to	backend	services
setsebool	-P	httpd_can_network_relay	1

#	Verify
getsebool	httpd_can_network_relay

semanage	port	-l	|	grep	http_port_t

#	DFengage	backend	port
semanage	port	-a	-t	http_port_t	-p	tcp	9443

#	DFws	backend	port
semanage	port	-a	-t	http_port_t	-p	tcp	4433

#	Verify	DFdiscover	file	contexts
ls	-Z	/opt/dfdiscover/DFuserdb.log					#	expect	var_lib_t
ls	-Z	/opt/dfdiscover/DFuserdb.idx					#	expect	var_lib_t
ls	-Z	/opt/dfdiscover/DFadmin.db							#	expect	var_lib_t
ls	-Zd	/opt/dfdiscover/bin/												#	expect	bin_t
ls	-Zd	/opt/dfdiscover/lib/												#	expect	var_lib_t
ls	-Zd	/opt/dfdiscover/work/											#	expect	var_lib_t

#	Check	for	AVC	denials
ausearch	-m	avc	-ts	recent	|	grep	-i	df

restorecon	-Rv	/opt/dfdiscover/



Symptom Likely	Cause Fix

nginx	cannot	connect	to
backend httpd_can_network_relay	not	enabled

setsebool	-P	
httpd_can_network_relay	
1

nginx	cannot	connect	to	port
4433	or	9443 Port	not	labeled	http_port_t

semanage	port	-a	-t	
http_port_t	-p	tcp	
<port>

DFdiscover	user	sync	fails /opt/dfdiscover/DFuserdb.log
labeled	bin_t	instead	of	var_lib_t

restorecon	-Rv	
/opt/dfdiscover/

Technical	Specifications

Supported	Features

✅	HTTPS	(TLS	1.3)
✅	WebSocket	connections
✅	HTTP/2	protocol
✅	Large	file	uploads	(up	to	50	MB)
✅	Session	management
✅	Real-time	communications
✅	Multiple	concurrent	users
✅	Server	Name	Indication	(SNI)
✅	Reverse	proxy	with	SSL	passthrough

Network	Requirements

HTTPS	access	to	port	443
WebSocket	support	(no	firewall	blocking)
DNS	resolution	for	example.com

Common	Error	Codes

Error	Code Meaning Common	Causes

502	Bad	Gateway Backend	not	responding Application	down,	port
blocked

504	Gateway	Timeout Backend	took	too	long Performance	issue,	app
hanging

413	Payload	Too	Large Upload	exceeds	limit File	larger	than	50	MB

301	Moved	Permanently Redirect	to	trailing	slash Missing	trailing	slash	in
URL

Copyrights

ausearch	-m	avc	-ts	recent	|	grep	nginx
journalctl	-xe	|	grep	avc



External	Software	Copyrights

DFdiscover	software	uses	several	third-party	software	components	as	part	of	its	server	side	and/or	client	tools.

The	copyright	information	for	each	is	provided	below.	If	you	would	like	to	receive	source	codes	of	these	third-party
components,	please	send	us	your	request	at	help@dfnetresearch.com.

DCMTK	software	package

Copyright©	1994-2011,	OFFIS	e.V.	All	rights	reserved.

This	software	and	supporting	documentation	were	developed	by

OFFIS	e.V.	R&D	Division	Health	Eschereg	2,	26121	Oldenburg,	Germany

Redistribution	and	use	in	source	and	binary	forms,	with	or	without	modification,	are	permitted	provided	that	the	following
conditions	are	met:

Redistributions	of	source	code	must	retain	the	above	copyright	notice,	this	list	of	conditions	and	the	following	disclaimer.

Redistributions	in	binary	form	must	reproduce	the	above	copyright	notice,	this	list	of	conditions	and	the	following
disclaimer	in	the	documentation	and/or	other	materials	provided	with	the	distribution.

Neither	the	name	of	OFFIS	nor	the	names	of	its	contributors	may	be	used	to	endorse	or	promote	products	derived	from
this	software	without	specific	prior	written	permission.

THIS	SOFTWARE	IS	PROVIDED	BY	THE	COPYRIGHT	HOLDERS	AND	CONTRIBUTORS	“AS	IS”	AND	ANY
EXPRESS	OR	IMPLIED	WARRANTIES,	INCLUDING,	BUT	NOT	LIMITED	TO,	THE	IMPLIED	WARRANTIES	OF
MERCHANTABILITY	AND	FITNESS	FOR	A	PARTICULAR	PURPOSE	ARE	DISCLAIMED.	IN	NO	EVENT	SHALL
THE	COPYRIGHT	HOLDER	OR	CONTRIBUTORS	BE	LIABLE	FOR	ANY	DIRECT,	INDIRECT,	INCIDENTAL,
SPECIAL,	EXEMPLARY,	OR	CONSEQUENTIAL	DAMAGES	(INCLUDING,	BUT	NOT	LIMITED	TO,
PROCUREMENT	OF	SUBSTITUTE	GOODS	OR	SERVICES;	LOSS	OF	USE,	DATA,	OR	PROFITS;	OR	BUSINESS
INTERRUPTION)	HOWEVER	CAUSED	AND	ON	ANY	THEORY	OF	LIABILITY,	WHETHER	IN	CONTRACT,	STRICT
LIABILITY,	OR	TORT	(INCLUDING	NEGLIGENCE	OR	OTHERWISE)	ARISING	IN	ANY	WAY	OUT	OF	THE	USE	OF
THIS	SOFTWARE,	EVEN	IF	ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGE.

Jansson

Copyright©	2009-2014	Petri	Lehtinen	<petri&digip.org>

Permission	is	hereby	granted,	free	of	charge,	to	any	person	obtaining	a	copy	of	this	software	and	associated	documentation
files	(the	"Software"),	to	deal	in	the	Software	without	restriction,	including	without	limitation	the	rights	to	use,	copy,	modify,
merge,	publish,	distribute,	sublicense,	and/or	sell	copies	of	the	Software,	and	to	permit	persons	to	whom	the	Software	is
furnished	to	do	so,	subject	to	the	following	conditions:

The	above	copyright	notice	and	this	permission	notice	shall	be	included	in	all	copies	or	substantial	portions	of	the	Software.

THE	SOFTWARE	IS	PROVIDED	"AS	IS",	WITHOUT	WARRANTY	OF	ANY	KIND,	EXPRESS	OR	IMPLIED,
INCLUDING	BUT	NOT	LIMITED	TO	THE	WARRANTIES	OF	MERCHANTABILITY,	FITNESS	FOR	A	PARTICULAR
PURPOSE	AND	NONINFRINGEMENT.	IN	NO	EVENT	SHALL	THE	AUTHORS	OR	COPYRIGHT	HOLDERS	BE
LIABLE	FOR	ANY	CLAIM,	DAMAGES	OR	OTHER	LIABILITY,	WHETHER	IN	AN	ACTION	OF	CONTRACT,	TORT
OR	OTHERWISE,	ARISING	FROM,	OUT	OF	OR	IN	CONNECTION	WITH	THE	SOFTWARE	OR	THE	USE	OR	OTHER
DEALINGS	IN	THE	SOFTWARE.

Mimencode

mailto:help@dfnetresearch.com


Copyright©	1991	Bell	Communications	Research,	Inc.	(Bellcore)

Permission	to	use,	copy,	modify,	and	distribute	this	material	for	any	purpose	and	without	fee	is	hereby	granted,	provided	that
the	above	copyright	notice	and	this	permission	notice	appear	in	all	copies,	and	that	the	name	of	Bellcore	not	be	used	in
advertising	or	publicity	pertaining	to	this	material	without	the	specific,	prior	written	permission	of	an	authorized	representative
of	Bellcore.	BELLCORE	MAKES	NO	REPRESENTATIONS	ABOUT	THE	ACCURACY	OR	SUITABILITY	OF	THIS
MATERIAL	FOR	ANY	PURPOSE.	IT	IS	PROVIDED	"AS	IS",	WITHOUT	ANY	EXPRESS	OR	IMPLIED	WARRANTIES.

RSA	Data	Security,	Inc.,	MD5	message-digest	algorithm

Copyright©	1991-2,	RSA	Data	Security,	Inc.	Created	1991.	All	rights	reserved.	License	to	copy	and	use	this	software	is
granted	provided	that	it	is	identified	as	the	"RSA	Data	Security,	Inc.	MD5	Message-Digest	Algorithm"	in	all	material
mentioning	or	referencing	this	software	or	this	function.	License	is	also	granted	to	make	and	use	derivative	works	provided
that	such	works	are	identified	as	"derived	from	the	RSA	Data	Security,	Inc.	MD5	Message-Digest	Algorithm"	in	all	material
mentioning	or	referencing	the	derived	work.	RSA	Data	Security,	Inc.	makes	no	representations	concerning	either	the
merchantability	of	this	software	or	the	suitability	of	this	software	for	any	particular	purpose.	It	is	provided	"as	is"	without
express	or	implied	warranty	of	any	kind.	These	notices	must	be	retained	in	any	copies	of	any	part	of	this	documentation	and/or
software.

mpack/munpack

Copyright©	1993,1994	by	Carnegie	Mellon	University	All	Rights	Reserved.

Permission	to	use,	copy,	modify,	distribute,	and	sell	this	software	and	its	documentation	for	any	purpose	is	hereby	granted
without	fee,	provided	that	the	above	copyright	notice	appear	in	all	copies	and	that	both	that	copyright	notice	and	this
permission	notice	appear	in	supporting	documentation,	and	that	the	name	of	Carnegie	Mellon	University	not	be	used	in
advertising	or	publicity	pertaining	to	distribution	of	the	software	without	specific,	written	prior	permission.	Carnegie	Mellon
University	makes	no	representations	about	the	suitability	of	this	software	for	any	purpose.	It	is	provided	"as	is"	without	express
or	implied	warranty.

CARNEGIE	MELLON	UNIVERSITY	DISCLAIMS	ALL	WARRANTIES	WITH	REGARD	TO	THIS	SOFTWARE,
INCLUDING	ALL	IMPLIED	WARRANTIES	OF	MERCHANTABILITY	AND	FITNESS,	IN	NO	EVENT	SHALL
CARNEGIE	MELLON	UNIVERSITY	BE	LIABLE	FOR	ANY	SPECIAL,	INDIRECT	OR	CONSEQUENTIAL	DAMAGES
OR	ANY	DAMAGES	WHATSOEVER	RESULTING	FROM	LOSS	OF	USE,	DATA	OR	PROFITS,	WHETHER	IN	AN
ACTION	OF	CONTRACT,	NEGLIGENCE	OR	OTHER	TORTIOUS	ACTION,	ARISING	OUT	OF	OR	IN	CONNECTION
WITH	THE	USE	OR	PERFORMANCE	OF	THIS	SOFTWARE.

TIFF

Copyright©	1988-1997	Sam	Leffler	Copyright©	1991-1997	Silicon	Graphics,	Inc.

Permission	to	use,	copy,	modify,	distribute,	and	sell	this	software	and	its	documentation	for	any	purpose	is	hereby	granted
without	fee,	provided	that	(i)	the	above	copyright	notices	and	this	permission	notice	appear	in	all	copies	of	the	software	and
related	documentation,	and	(ii)	the	names	of	Sam	Leffler	and	Silicon	Graphics	may	not	be	used	in	any	advertising	or	publicity
relating	to	the	software	without	the	specific,	prior	written	permission	of	Sam	Leffler	and	Silicon	Graphics.

THE	SOFTWARE	IS	PROVIDED	"AS-IS"	AND	WITHOUT	WARRANTY	OF	ANY	KIND,	EXPRESS,	IMPLIED	OR
OTHERWISE,	INCLUDING	WITHOUT	LIMITATION,	ANY	WARRANTY	OF	MERCHANTABILITY	OR	FITNESS	FOR
A	PARTICULAR	PURPOSE.	IN	NO	EVENT	SHALL	SAM	LEFFLER	OR	SILICON	GRAPHICS	BE	LIABLE	FOR	ANY
SPECIAL,	INCIDENTAL,	INDIRECT	OR	CONSEQUENTIAL	DAMAGES	OF	ANY	KIND,	OR	ANY	DAMAGES
WHATSOEVER	RESULTING	FROM	LOSS	OF	USE,	DATA	OR	PROFITS,	WHETHER	OR	NOT	ADVISED	OF	THE
POSSIBILITY	OF	DAMAGE,	AND	ON	ANY	THEORY	OF	LIABILITY,	ARISING	OUT	OF	OR	IN	CONNECTION	WITH
THE	USE	OR	PERFORMANCE	OF	THIS	SOFTWARE.

PostgreSQL



Portions©	1996-2019,	PostgreSQL	Global	Development	Group	Portions©	1994,	The	Regents	of	the	University	of	California

Permission	to	use,	copy,	modify,	and	distribute	this	software	and	its	documentation	for	any	purpose,	without	fee,	and	without	a
written	agreement	is	hereby	granted,	provided	that	the	above	copyright	notice	and	this	paragraph	and	the	following	two
paragraphs	appear	in	all	copies.

IN	NO	EVENT	SHALL	THE	UNIVERSITY	OF	CALIFORNIA	BE	LIABLE	TO	ANY	PARTY	FOR	DIRECT,	INDIRECT,
SPECIAL,	INCIDENTAL,	OR	CONSEQUENTIAL	DAMAGES,	INCLUDING	LOST	PROFITS,	ARISING	OUT	OF	THE
USE	OF	THIS	SOFTWARE	AND	ITS	DOCUMENTATION,	EVEN	IF	THE	UNIVERSITY	OF	CALIFORNIA	HAS	BEEN
ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGE.

THE	UNIVERSITY	OF	CALIFORNIA	SPECIFICALLY	DISCLAIMS	ANY	WARRANTIES,	INCLUDING,	BUT	NOT
LIMITED	TO,	THE	IMPLIED	WARRANTIES	OF	MERCHANTABILITY	AND	FITNESS	FOR	A	PARTICULAR
PURPOSE.	THE	SOFTWARE	PROVIDED	HEREUNDER	IS	ON	AN	"AS	IS"	BASIS,	AND	THE	UNIVERSITY	OF
CALIFORNIA	HAS	NO	OBLIGATIONS	TO	PROVIDE	MAINTENANCE,	SUPPORT,	UPDATES,	ENHANCEMENTS,
OR	MODIFICATIONS.

OpenSSL	License

Copyright©	1998-2019	The	OpenSSL	Project.	All	rights	reserved.

Redistribution	and	use	in	source	and	binary	forms,	with	or	without	modification,	are	permitted	provided	that	the	following
conditions	are	met:

1.	 Redistributions	of	source	code	must	retain	the	above	copyright	notice,	this	list	of	conditions	and	the	following	disclaimer.

2.	 Redistributions	in	binary	form	must	reproduce	the	above	copyright	notice,	this	list	of	conditions	and	the	following
disclaimer	in	the	documentation	and/or	other	materials	provided	with	the	distribution.

3.	 All	advertising	materials	mentioning	features	or	use	of	this	software	must	display	the	following	acknowledgment:	"This
product	includes	software	developed	by	the	OpenSSL	Project	for	use	in	.the	OpenSSL	Toolkit."
(https://www.openssl.org/)

4.	 The	names	"OpenSSL	Toolkit"	and	"OpenSSL	Project"	must	not	be	used	to	endorse	or	promote	products	derived	from
this	software	without	prior	written	permission.	For	written	permission,	please	contact	openssl-core@openssl.org.

5.	 Products	derived	from	this	software	may	not	be	called	"OpenSSL"	nor	may	"OpenSSL"	appear	in	their	names	without
prior	written	permission	of	the	OpenSSL	Project.

6.	 Redistributions	of	any	form	whatsoever	must	retain	the	following	acknowledgment:	"This	product	includes	software
developed	by	the	OpenSSL	Project	for	use	in	the	OpenSSL	Toolkit.	(https://www.openssl.org)

THIS	SOFTWARE	IS	PROVIDED	BY	THE	OpenSSL	PROJECT	"AS	IS"	AND	ANY	EXPRESSED	OR	IMPLIED
WARRANTIES,	INCLUDING,	BUT	NOT	LIMITED	TO,	THE	IMPLIED	WARRANTIES	OF	MERCHANTABILITY	AND
FITNESS	FOR	A	PARTICULAR	PURPOSE	ARE	DISCLAIMED.	IN	NO	EVENT	SHALL	THE	OpenSSL	PROJECT	OR
ITS	CONTRIBUTORS	BE	LIABLE	FOR	ANY	DIRECT,	INDIRECT,	INCIDENTAL,	SPECIAL,	EXEMPLARY,	OR
CONSEQUENTIAL	DAMAGES	(INCLUDING,	BUT	NOT	LIMITED	TO,	PROCUREMENT	OF	SUBSTITUTE	GOODS
OR	SERVICES;	LOSS	OF	USE,	DATA,	OR	PROFITS;	OR	BUSINESS	INTERRUPTION)	HOWEVER	CAUSED	AND	ON
ANY	THEORY	OF	LIABILITY,	WHETHER	IN	CONTRACT,	STRICT	LIABILITY,	OR	TORT	(INCLUDING
NEGLIGENCE	OR	OTHERWISE)	ARISING	IN	ANY	WAY	OUT	OF	THE	USE	OF	THIS	SOFTWARE,	EVEN	IF
ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGE.

This	product	includes	cryptographic	software	written	by	Eric	Young	( eay@cryptsoft.com).	This	product	includes	software
written	by	Tim	Hudson	(tjh@cryptsoft.com).

Original	SSLeay	License

Copyright©	1995-1998	Eric	Young	( eay@cryptsoft.com)	All	rights	reserved.

https://www.openssl.org/
https://www.openssl.org
mailto:eay@cryptsoft.com
mailto:tjh@cryptsoft.com
mailto:eay@cryptsoft.com


This	package	is	an	SSL	implementation	written	by	Eric	Young	( eay@cryptsoft.com).	The	implementation	was	written	so	as	to
conform	with	Netscapes	SSL.

This	library	is	free	for	commercial	and	non-commercial	use	as	long	as	the	following	conditions	are	aheared	to.	The	following
conditions	apply	to	all	code	found	in	this	distribution,	be	it	the	RC4,	RSA,	lhash,	DES,	etc.,	code;	not	just	the	SSL	code.	The
SSL	documentation	included	with	this	distribution	is	covered	by	the	same	copyright	terms	except	that	the	holder	is	Tim
Hudson	(tjh@cryptsoft.com).

Copyright	remains	Eric	Young's,	and	as	such	any	Copyright	notices	in	the	code	are	not	to	be	removed.	If	this	package	is	used
in	a	product,	Eric	Young	should	be	given	attribution	as	the	author	of	the	parts	of	the	library	used.	This	can	be	in	the	form	of	a
textual	message	at	program	startup	or	in	documentation	(online	or	textual)	provided	with	the	package.

Redistribution	and	use	in	source	and	binary	forms,	with	or	without	modification,	are	permitted	provided	that	the	following
conditions	are	met:

1.	 Redistributions	of	source	code	must	retain	the	copyright	notice,	this	list	of	conditions	and	the	following	disclaimer.

2.	 Redistributions	in	binary	form	must	reproduce	the	above	copyright	notice,	this	list	of	conditions	and	the	following
disclaimer	in	the	documentation	and/or	other	materials	provided	with	the	distribution.

3.	 All	advertising	materials	mentioning	features	or	use	of	this	software	must	display	the	following	acknowledgement:	"This
product	includes	cryptographic	software	written	by	Eric	Young	(eay@cryptsoft.com)"	The	word	"cryptographic"	can	be
left	out	if	the	routines	from	the	library	being	used	are	not	cryptographic	related	:-).

4.	 If	you	include	any	Windows	specific	code	(or	a	derivative	thereof)	from	the	apps	directory	(application	code)	you	must
include	an	acknowledgement:	"This	product	includes	software	written	by	Tim	Hudson	(tjh@cryptsoft.com)"

THIS	SOFTWARE	IS	PROVIDED	BY	ERIC	YOUNG	"AS	IS"	AND	ANY	EXPRESS	OR	IMPLIED	WARRANTIES,
INCLUDING,	BUT	NOT	LIMITED	TO,	THE	IMPLIED	WARRANTIES	OF	MERCHANTABILITY	AND	FITNESS	FOR	A
PARTICULAR	PURPOSE	ARE	DISCLAIMED.	IN	NO	EVENT	SHALL	THE	AUTHOR	OR	CONTRIBUTORS	BE
LIABLE	FOR	ANY	DIRECT,	INDIRECT,	INCIDENTAL,	SPECIAL,	EXEMPLARY,	OR	CONSEQUENTIAL	DAMAGES
(INCLUDING,	BUT	NOT	LIMITED	TO,	PROCUREMENT	OF	SUBSTITUTE	GOODS	OR	SERVICES;	LOSS	OF	USE,
DATA,	OR	PROFITS;	OR	BUSINESS	INTERRUPTION)	HOWEVER	CAUSED	AND	ON	ANY	THEORY	OF	LIABILITY,
WHETHER	IN	CONTRACT,	STRICT	LIABILITY,	OR	TORT	(INCLUDING	NEGLIGENCE	OR	OTHERWISE)	ARISING
IN	ANY	WAY	OUT	OF	THE	USE	OF	THIS	SOFTWARE,	EVEN	IF	ADVISED	OF	THE	POSSIBILITY	OF	SUCH
DAMAGE.

The	licence	and	distribution	terms	for	any	publically	available	version	or	derivative	of	this	code	cannot	be	changed.	i.e.	this
code	cannot	simply	be	copied	and	put	under	another	distribution	licence	[including	the	GNU	Public	Licence.]

gawk

GNU	GENERAL	PUBLIC	LICENSE	Version	2,	June	1991

https://www.gnu.org/licenses/gpl-2.0.html

Copyright©	1989,	1991	Free	Software	Foundation,	Inc.

								51	Franklin	Street,	Fifth	Floor,	
								Boston,	MA		02110-1301,	USA

Everyone	is	permitted	to	copy	and	distribute	verbatim	copies	of	this	license	document,	but	changing	it	is	not	allowed.

The	licenses	for	most	software	are	designed	to	take	away	your	freedom	to	share	and	change	it.	By	contrast,	the	GNU	General
Public	License	is	intended	to	guarantee	your	freedom	to	share	and	change	free	software--to	make	sure	the	software	is	free	for
all	its	users.	This	General	Public	License	applies	to	most	of	the	Free	Software	Foundation's	software	and	to	any	other	program
whose	authors	commit	to	using	it.	(Some	other	Free	Software	Foundation	software	is	covered	by	the	GNU	Lesser	General
Public	License	instead.)	You	can	apply	it	to	your	programs,	too.
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When	we	speak	of	free	software,	we	are	referring	to	freedom,	not	price.	Our	General	Public	Licenses	are	designed	to	make
sure	that	you	have	the	freedom	to	distribute	copies	of	free	software	(and	charge	for	this	service	if	you	wish),	that	you	receive
source	code	or	can	get	it	if	you	want	it,	that	you	can	change	the	software	or	use	pieces	of	it	in	new	free	programs;	and	that	you
know	you	can	do	these	things.

To	protect	your	rights,	we	need	to	make	restrictions	that	forbid	anyone	to	deny	you	these	rights	or	to	ask	you	to	surrender	the
rights.	These	restrictions	translate	to	certain	responsibilities	for	you	if	you	distribute	copies	of	the	software,	or	if	you	modify	it.

For	example,	if	you	distribute	copies	of	such	a	program,	whether	gratis	or	for	a	fee,	you	must	give	the	recipients	all	the	rights
that	you	have.	You	must	make	sure	that	they,	too,	receive	or	can	get	the	source	code.	And	you	must	show	them	these	terms	so
they	know	their	rights.

We	protect	your	rights	with	two	steps:	(1)	copyright	the	software,	and	(2)	offer	you	this	license	which	gives	you	legal
permission	to	copy,	distribute	and/or	modify	the	software.

Also,	for	each	author's	protection	and	ours,	we	want	to	make	certain	that	everyone	understands	that	there	is	no	warranty	for	this
free	software.	If	the	software	is	modified	by	someone	else	and	passed	on,	we	want	its	recipients	to	know	that	what	they	have	is
not	the	original,	so	that	any	problems	introduced	by	others	will	not	reflect	on	the	original	authors'	reputations.

Finally,	any	free	program	is	threatened	constantly	by	software	patents.	We	wish	to	avoid	the	danger	that	redistributors	of	a	free
program	will	individually	obtain	patent	licenses,	in	effect	making	the	program	proprietary.	To	prevent	this,	we	have	made	it
clear	that	any	patent	must	be	licensed	for	everyone's	free	use	or	not	licensed	at	all.

The	precise	terms	and	conditions	for	copying,	distribution	and	modification	follow.

TERMS	AND	CONDITIONS	FOR	COPYING,	DISTRIBUTION	AND	MODIFICATION

1.	 This	License	applies	to	any	program	or	other	work	which	contains	a	notice	placed	by	the	copyright	holder	saying	it	may
be	distributed	under	the	terms	of	this	General	Public	License.	The	"Program",	below,	refers	to	any	such	program	or	work,
and	a	"work	based	on	the	Program"	means	either	the	Program	or	any	derivative	work	under	copyright	law:	that	is	to	say,	a
work	containing	the	Program	or	a	portion	of	it,	either	verbatim	or	with	modifications	and/or	translated	into	another
language.	(Hereinafter,	translation	is	included	without	limitation	in	the	term	"modification".)	Each	licensee	is	addressed
as	"you".

Activities	other	than	copying,	distribution	and	modification	are	not	covered	by	this	License;	they	are	outside	its	scope.
The	act	of	running	the	Program	is	not	restricted,	and	the	output	from	the	Program	is	covered	only	if	its	contents	constitute
a	work	based	on	the	Program	(independent	of	having	been	made	by	running	the	Program).	Whether	that	is	true	depends
on	what	the	Program	does.

2.	 You	may	copy	and	distribute	verbatim	copies	of	the	Program's	source	code	as	you	receive	it,	in	any	medium,	provided
that	you	conspicuously	and	appropriately	publish	on	each	copy	an	appropriate	copyright	notice	and	disclaimer	of
warranty;	keep	intact	all	the	notices	that	refer	to	this	License	and	to	the	absence	of	any	warranty;	and	give	any	other
recipients	of	the	Program	a	copy	of	this	License	along	with	the	Program.

You	may	charge	a	fee	for	the	physical	act	of	transferring	a	copy,	and	you	may	at	your	option	offer	warranty	protection	in
exchange	for	a	fee.

3.	 You	may	modify	your	copy	or	copies	of	the	Program	or	any	portion	of	it,	thus	forming	a	work	based	on	the	Program,	and
copy	and	distribute	such	modifications	or	work	under	the	terms	of	Section	1	above,	provided	that	you	also	meet	all	of
these	conditions:

a.	 You	must	cause	the	modified	files	to	carry	prominent	notices	stating	that	you	changed	the	files	and	the	date	of	any
change.

b.	 You	must	cause	any	work	that	you	distribute	or	publish,	that	in	whole	or	in	part	contains	or	is	derived	from	the
Program	or	any	part	thereof,	to	be	licensed	as	a	whole	at	no	charge	to	all	third	parties	under	the	terms	of	this
License.

c.	 If	the	modified	program	normally	reads	commands	interactively	when	run,	you	must	cause	it,	when	started	running
for	such	interactive	use	in	the	most	ordinary	way,	to	print	or	display	an	announcement	including	an	appropriate



copyright	notice	and	a	notice	that	there	is	no	warranty	(or	else,	saying	that	you	provide	a	warranty)	and	that	users
may	redistribute	the	program	under	these	conditions,	and	telling	the	user	how	to	view	a	copy	of	this	License.
(Exception:	if	the	Program	itself	is	interactive	but	does	not	normally	print	such	an	announcement,	your	work	based
on	the	Program	is	not	required	to	print	an	announcement.)	These	requirements	apply	to	the	modified	work	as	a
whole.	If	identifiable	sections	of	that	work	are	not	derived	from	the	Program,	and	can	be	reasonably	considered
independent	and	separate	works	in	themselves,	then	this	License,	and	its	terms,	do	not	apply	to	those	sections	when
you	distribute	them	as	separate	works.	But	when	you	distribute	the	same	sections	as	part	of	a	whole	which	is	a	work
based	on	the	Program,	the	distribution	of	the	whole	must	be	on	the	terms	of	this	License,	whose	permissions	for
other	licensees	extend	to	the	entire	whole,	and	thus	to	each	and	every	part	regardless	of	who	wrote	it.

Thus,	it	is	not	the	intent	of	this	section	to	claim	rights	or	contest	your	rights	to	work	written	entirely	by	you;	rather,
the	intent	is	to	exercise	the	right	to	control	the	distribution	of	derivative	or	collective	works	based	on	the	Program.

In	addition,	mere	aggregation	of	another	work	not	based	on	the	Program	with	the	Program	(or	with	a	work	based	on
the	Program)	on	a	volume	of	a	storage	or	distribution	medium	does	not	bring	the	other	work	under	the	scope	of	this
License.

4.	 You	may	copy	and	distribute	the	Program	(or	a	work	based	on	it,	under	Section	2)	in	object	code	or	executable	form
under	the	terms	of	Sections	1	and	2	above	provided	that	you	also	do	one	of	the	following:

a.	 Accompany	it	with	the	complete	corresponding	machine-readable	source	code,	which	must	be	distributed	under	the
terms	of	Sections	1	and	2	above	on	a	medium	customarily	used	for	software	interchange;	or,

b.	 Accompany	it	with	a	written	offer,	valid	for	at	least	three	years,	to	give	any	third	party,	for	a	charge	no	more	than
your	cost	of	physically	performing	source	distribution,	a	complete	machine-readable	copy	of	the	corresponding
source	code,	to	be	distributed	under	the	terms	of	Sections	1	and	2	above	on	a	medium	customarily	used	for	software
interchange;	or,

c.	 Accompany	it	with	the	information	you	received	as	to	the	offer	to	distribute	corresponding	source	code.	(This
alternative	is	allowed	only	for	noncommercial	distribution	and	only	if	you	received	the	program	in	object	code	or
executable	form	with	such	an	offer,	in	accord	with	Subsection	b	above.)	The	source	code	for	a	work	means	the
preferred	form	of	the	work	for	making	modifications	to	it.	For	an	executable	work,	complete	source	code	means	all
the	source	code	for	all	modules	it	contains,	plus	any	associated	interface	definition	files,	plus	the	scripts	used	to
control	compilation	and	installation	of	the	executable.	However,	as	a	special	exception,	the	source	code	distributed
need	not	include	anything	that	is	normally	distributed	(in	either	source	or	binary	form)	with	the	major	components
(compiler,	kernel,	and	so	on)	of	the	operating	system	on	which	the	executable	runs,	unless	that	component	itself
accompanies	the	executable.

If	distribution	of	executable	or	object	code	is	made	by	offering	access	to	copy	from	a	designated	place,	then	offering
equivalent	access	to	copy	the	source	code	from	the	same	place	counts	as	distribution	of	the	source	code,	even
though	third	parties	are	not	compelled	to	copy	the	source	along	with	the	object	code.

5.	 You	may	not	copy,	modify,	sublicense,	or	distribute	the	Program	except	as	expressly	provided	under	this	License.	Any
attempt	otherwise	to	copy,	modify,	sublicense	or	distribute	the	Program	is	void,	and	will	automatically	terminate	your
rights	under	this	License.	However,	parties	who	have	received	copies,	or	rights,	from	you	under	this	License	will	not
have	their	licenses	terminated	so	long	as	such	parties	remain	in	full	compliance.

6.	 You	are	not	required	to	accept	this	License,	since	you	have	not	signed	it.	However,	nothing	else	grants	you	permission	to
modify	or	distribute	the	Program	or	its	derivative	works.	These	actions	are	prohibited	by	law	if	you	do	not	accept	this
License.	Therefore,	by	modifying	or	distributing	the	Program	(or	any	work	based	on	the	Program),	you	indicate	your
acceptance	of	this	License	to	do	so,	and	all	its	terms	and	conditions	for	copying,	distributing	or	modifying	the	Program	or
works	based	on	it.

7.	 Each	time	you	redistribute	the	Program	(or	any	work	based	on	the	Program),	the	recipient	automatically	receives	a	license
from	the	original	licensor	to	copy,	distribute	or	modify	the	Program	subject	to	these	terms	and	conditions.	You	may	not
impose	any	further	restrictions	on	the	recipients'	exercise	of	the	rights	granted	herein.	You	are	not	responsible	for
enforcing	compliance	by	third	parties	to	this	License.

8.	 If,	as	a	consequence	of	a	court	judgment	or	allegation	of	patent	infringement	or	for	any	other	reason	(not	limited	to	patent
issues),	conditions	are	imposed	on	you	(whether	by	court	order,	agreement	or	otherwise)	that	contradict	the	conditions	of



this	License,	they	do	not	excuse	you	from	the	conditions	of	this	License.	If	you	cannot	distribute	so	as	to	satisfy
simultaneously	your	obligations	under	this	License	and	any	other	pertinent	obligations,	then	as	a	consequence	you	may
not	distribute	the	Program	at	all.	For	example,	if	a	patent	license	would	not	permit	royalty-free	redistribution	of	the
Program	by	all	those	who	receive	copies	directly	or	indirectly	through	you,	then	the	only	way	you	could	satisfy	both	it
and	this	License	would	be	to	refrain	entirely	from	distribution	of	the	Program.

If	any	portion	of	this	section	is	held	invalid	or	unenforceable	under	any	particular	circumstance,	the	balance	of	the	section
is	intended	to	apply	and	the	section	as	a	whole	is	intended	to	apply	in	other	circumstances.

It	is	not	the	purpose	of	this	section	to	induce	you	to	infringe	any	patents	or	other	property	right	claims	or	to	contest
validity	of	any	such	claims;	this	section	has	the	sole	purpose	of	protecting	the	integrity	of	the	free	software	distribution
system,	which	is	implemented	by	public	license	practices.	Many	people	have	made	generous	contributions	to	the	wide
range	of	software	distributed	through	that	system	in	reliance	on	consistent	application	of	that	system;	it	is	up	to	the
author/donor	to	decide	if	he	or	she	is	willing	to	distribute	software	through	any	other	system	and	a	licensee	cannot	impose
that	choice.

This	section	is	intended	to	make	thoroughly	clear	what	is	believed	to	be	a	consequence	of	the	rest	of	this	License.

9.	 If	the	distribution	and/or	use	of	the	Program	is	restricted	in	certain	countries	either	by	patents	or	by	copyrighted
interfaces,	the	original	copyright	holder	who	places	the	Program	under	this	License	may	add	an	explicit	geographical
distribution	limitation	excluding	those	countries,	so	that	distribution	is	permitted	only	in	or	among	countries	not	thus
excluded.	In	such	case,	this	License	incorporates	the	limitation	as	if	written	in	the	body	of	this	License.

10.	 The	Free	Software	Foundation	may	publish	revised	and/or	new	versions	of	the	General	Public	License	from	time	to	time.
Such	new	versions	will	be	similar	in	spirit	to	the	present	version,	but	may	differ	in	detail	to	address	new	problems	or
concerns.

Each	version	is	given	a	distinguishing	version	number.	If	the	Program	specifies	a	version	number	of	this	License	which
applies	to	it	and	"any	later	version",	you	have	the	option	of	following	the	terms	and	conditions	either	of	that	version	or	of
any	later	version	published	by	the	Free	Software	Foundation.	If	the	Program	does	not	specify	a	version	number	of	this
License,	you	may	choose	any	version	ever	published	by	the	Free	Software	Foundation.

11.	 If	you	wish	to	incorporate	parts	of	the	Program	into	other	free	programs	whose	distribution	conditions	are	different,	write
to	the	author	to	ask	for	permission.	For	software	which	is	copyrighted	by	the	Free	Software	Foundation,	write	to	the	Free
Software	Foundation;	we	sometimes	make	exceptions	for	this.	Our	decision	will	be	guided	by	the	two	goals	of	preserving
the	free	status	of	all	derivatives	of	our	free	software	and	of	promoting	the	sharing	and	reuse	of	software	generally.	NO
WARRANTY

12.	 BECAUSE	THE	PROGRAM	IS	LICENSED	FREE	OF	CHARGE,	THERE	IS	NO	WARRANTY	FOR	THE
PROGRAM,	TO	THE	EXTENT	PERMITTED	BY	APPLICABLE	LAW.	EXCEPT	WHEN	OTHERWISE	STATED	IN
WRITING	THE	COPYRIGHT	HOLDERS	AND/OR	OTHER	PARTIES	PROVIDE	THE	PROGRAM	"AS	IS"
WITHOUT	WARRANTY	OF	ANY	KIND,	EITHER	EXPRESSED	OR	IMPLIED,	INCLUDING,	BUT	NOT	LIMITED
TO,	THE	IMPLIED	WARRANTIES	OF	MERCHANTABILITY	AND	FITNESS	FOR	A	PARTICULAR	PURPOSE.
THE	ENTIRE	RISK	AS	TO	THE	QUALITY	AND	PERFORMANCE	OF	THE	PROGRAM	IS	WITH	YOU.	SHOULD
THE	PROGRAM	PROVE	DEFECTIVE,	YOU	ASSUME	THE	COST	OF	ALL	NECESSARY	SERVICING,	REPAIR
OR	CORRECTION.

13.	 IN	NO	EVENT	UNLESS	REQUIRED	BY	APPLICABLE	LAW	OR	AGREED	TO	IN	WRITING	WILL	ANY
COPYRIGHT	HOLDER,	OR	ANY	OTHER	PARTY	WHO	MAY	MODIFY	AND/OR	REDISTRIBUTE	THE
PROGRAM	AS	PERMITTED	ABOVE,	BE	LIABLE	TO	YOU	FOR	DAMAGES,	INCLUDING	ANY	GENERAL,
SPECIAL,	INCIDENTAL	OR	CONSEQUENTIAL	DAMAGES	ARISING	OUT	OF	THE	USE	OR	INABILITY	TO
USE	THE	PROGRAM	(INCLUDING	BUT	NOT	LIMITED	TO	LOSS	OF	DATA	OR	DATA	BEING	RENDERED
INACCURATE	OR	LOSSES	SUSTAINED	BY	YOU	OR	THIRD	PARTIES	OR	A	FAILURE	OF	THE	PROGRAM	TO
OPERATE	WITH	ANY	OTHER	PROGRAMS),	EVEN	IF	SUCH	HOLDER	OR	OTHER	PARTY	HAS	BEEN
ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGES.

Ghostscript



The	files	in	the	base,	psi,	lib,	toolbin,	examples,	doc	and	man	directories	(folders)	and	any	subdirectories	(sub-folders)	thereof
are	part	of	GPL	Ghostscript.

The	files	in	the	Resource	directory	and	any	subdirectories	thereof	are	also	part	of	GPL	Ghostscript,	with	the	explicit	exception
of	the	files	in	the	CMap	subdirectory	(except	"Identity-UTF16-H",	which	is	part	of	GPL	Ghostscript).	The	CMap	files	are
copyright	Adobe	Systems	Incorporated	and	covered	by	a	separate,	GPL	compatible	license.

The	files	under	the	jpegxr	directory	and	any	subdirectories	thereof	are	distributed	under	a	no	cost,	open	source	license	granted
by	the	ITU/ISO/IEC	but	it	is	not	GPL	compatible	-	see	jpegxr/COPYRIGHT.txt	for	details.

GPL	Ghostscript	is	free	software;	you	can	redistribute	it	and/or	modify	it	under	the	terms	the	GNU	General	Public	License	as
published	by	the	Free	Software	Foundation,	either	version	3	of	the	License,	or	(at	your	option)	any	later	version.

GPL	Ghostscript	is	distributed	in	the	hope	that	it	will	be	useful,	but	WITHOUT	ANY	WARRANTY;	without	even	the	implied
warranty	of	MERCHANTABILITY	or	FITNESS	FOR	A	PARTICULAR	PURPOSE.	See	the	GNU	General	Public	License	for
more	details.

You	should	have	received	a	copy	of	the	GNU	General	Public	License	along	with	this	program	so	you	can	know	your	rights	and
responsibilities.	It	should	be	in	a	file	named	doc/COPYING.	If	not,	write	to	the

				Free	Software	Foundation,	Inc.,
59	Temple	Place	Suite	330,	
Boston,	MA,	02111-1307,	USA.

GPL	Ghostscript	contains	an	implementation	of	techniques	covered	by	US	Patents	5,055,942	and	5,917,614,	and
corresponding	international	patents.	These	patents	are	licensed	for	use	with	GPL	Ghostscript	under	the	following	grant:

Whereas,	Raph	Levien	(hereinafter	"Inventor")	has	obtained	patent	protection	for	related	technology	(hereinafter	"Patented
Technology"),	Inventor	wishes	to	aid	the	the	GNU	free	software	project	in	achieving	its	goals,	and	Inventor	also	wishes	to
increase	public	awareness	of	Patented	Technology,	Inventor	hereby	grants	a	fully	paid	up,	nonexclusive,	royalty	free	license	to
practice	the	patents	listed	below	("the	Patents")	if	and	only	if	practiced	in	conjunction	with	software	distributed	under	the	terms
of	any	version	of	the	GNU	General	Public	License	as	published	by	the

Free	Software	Foundation,	59	Temple	Place,	Suite	330,	Boston,	MA	02111.	

Inventor	reserves	all	other	rights,	including	without	limitation,	licensing	for	software	not	distributed	under	the	GNU	General
Public	License.

5055942	Photographic	image	reproduction	device	using	digital	halftoning	to	para	images	allowing	adjustable	coarseness
5917614	Method	and	apparatus	for	error	diffusion	paraing	of	images	with	improved	smoothness	in	highlight	and	shadow
regions

MariaDB	and	FreeTDS

GNU	LESSER	GENERAL	PUBLIC	LICENSE	Version	2.1,	February	1999	 https://www.gnu.org/licenses/lgpl-2.1.html

Copyright©	1991,	1999

				Free	Software	Foundation,	Inc.
				51	Franklin	Street,	Fifth	Floor,	Boston,	MA		02110-1301,	USA

Everyone	is	permitted	to	copy	and	distribute	verbatim	copies	of	this	license	document,	but	changing	it	is	not	allowed.

[This	is	the	first	released	version	of	the	Lesser	GPL.	It	also	counts	as	the	successor	of	the	GNU	Library	Public	License,	version
2,	hence	the	version	number	2.1.]

Preamble	The	licenses	for	most	software	are	designed	to	take	away	your	freedom	to	share	and	change	it.	By	contrast,	the	GNU
General	Public	Licenses	are	intended	to	guarantee	your	freedom	to	share	and	change	free	software--to	make	sure	the	software
is	free	for	all	its	users.

https://www.gnu.org/licenses/lgpl-2.1.html


This	license,	the	Lesser	General	Public	License,	applies	to	some	specially	designated	software	packages--typically	libraries--of
the	Free	Software	Foundation	and	other	authors	who	decide	to	use	it.	You	can	use	it	too,	but	we	suggest	you	first	think
carefully	about	whether	this	license	or	the	ordinary	General	Public	License	is	the	better	strategy	to	use	in	any	particular	case,
based	on	the	explanations	below.

When	we	speak	of	free	software,	we	are	referring	to	freedom	of	use,	not	price.	Our	General	Public	Licenses	are	designed	to
make	sure	that	you	have	the	freedom	to	distribute	copies	of	free	software	(and	charge	for	this	service	if	you	wish);	that	you
receive	source	code	or	can	get	it	if	you	want	it;	that	you	can	change	the	software	and	use	pieces	of	it	in	new	free	programs;	and
that	you	are	informed	that	you	can	do	these	things.

To	protect	your	rights,	we	need	to	make	restrictions	that	forbid	distributors	to	deny	you	these	rights	or	to	ask	you	to	surrender
these	rights.	These	restrictions	translate	to	certain	responsibilities	for	you	if	you	distribute	copies	of	the	library	or	if	you	modify
it.

For	example,	if	you	distribute	copies	of	the	library,	whether	gratis	or	for	a	fee,	you	must	give	the	recipients	all	the	rights	that
we	gave	you.	You	must	make	sure	that	they,	too,	receive	or	can	get	the	source	code.	If	you	link	other	code	with	the	library,	you
must	provide	complete	object	files	to	the	recipients,	so	that	they	can	relink	them	with	the	library	after	making	changes	to	the
library	and	recompiling	it.	And	you	must	show	them	these	terms	so	they	know	their	rights.

We	protect	your	rights	with	a	two-step	method:

1.	 we	copyright	the	library,	and

2.	 we	offer	you	this	license,	which	gives	you	legal	permission	to	copy,	distribute	and/or	modify	the	library.

To	protect	each	distributor,	we	want	to	make	it	very	clear	that	there	is	no	warranty	for	the	free	library.	Also,	if	the	library	is
modified	by	someone	else	and	passed	on,	the	recipients	should	know	that	what	they	have	is	not	the	original	version,	so	that	the
original	author's	reputation	will	not	be	affected	by	problems	that	might	be	introduced	by	others.

Finally,	software	patents	pose	a	constant	threat	to	the	existence	of	any	free	program.	We	wish	to	make	sure	that	a	company
cannot	effectively	restrict	the	users	of	a	free	program	by	obtaining	a	restrictive	license	from	a	patent	holder.	Therefore,	we
insist	that	any	patent	license	obtained	for	a	version	of	the	library	must	be	consistent	with	the	full	freedom	of	use	specified	in
this	license.

Most	GNU	software,	including	some	libraries,	is	covered	by	the	ordinary	GNU	General	Public	License.	This	license,	the	GNU
Lesser	General	Public	License,	applies	to	certain	designated	libraries,	and	is	quite	different	from	the	ordinary	General	Public
License.	We	use	this	license	for	certain	libraries	in	order	to	permit	linking	those	libraries	into	non-free	programs.

When	a	program	is	linked	with	a	library,	whether	statically	or	using	a	shared	library,	the	combination	of	the	two	is	legally
speaking	a	combined	work,	a	derivative	of	the	original	library.	The	ordinary	General	Public	License	therefore	permits	such
linking	only	if	the	entire	combination	fits	its	criteria	of	freedom.	The	Lesser	General	Public	License	permits	more	lax	criteria
for	linking	other	code	with	the	library.

We	call	this	license	the	"Lesser"	General	Public	License	because	it	does	Less	to	protect	the	user's	freedom	than	the	ordinary
General	Public	License.	It	also	provides	other	free	software	developers	Less	of	an	advantage	over	competing	non-free
programs.	These	disadvantages	are	the	reason	we	use	the	ordinary	General	Public	License	for	many	libraries.	However,	the
Lesser	license	provides	advantages	in	certain	special	circumstances.

For	example,	on	rare	occasions,	there	may	be	a	special	need	to	encourage	the	widest	possible	use	of	a	certain	library,	so	that	it
becomes	a	de-facto	standard.	To	achieve	this,	non-free	programs	must	be	allowed	to	use	the	library.	A	more	frequent	case	is
that	a	free	library	does	the	same	job	as	widely	used	non-free	libraries.	In	this	case,	there	is	little	to	gain	by	limiting	the	free
library	to	free	software	only,	so	we	use	the	Lesser	General	Public	License.

In	other	cases,	permission	to	use	a	particular	library	in	non-free	programs	enables	a	greater	number	of	people	to	use	a	large
body	of	free	software.	For	example,	permission	to	use	the	GNU	C	Library	in	non-free	programs	enables	many	more	people	to
use	the	whole	GNU	operating	system,	as	well	as	its	variant,	the	GNU/Linux	operating	system.

Although	the	Lesser	General	Public	License	is	Less	protective	of	the	users'	freedom,	it	does	ensure	that	the	user	of	a	program
that	is	linked	with	the	Library	has	the	freedom	and	the	wherewithal	to	run	that	program	using	a	modified	version	of	the	Library.



The	precise	terms	and	conditions	for	copying,	distribution	and	modification	follow.	Pay	close	attention	to	the	difference
between	a	"work	based	on	the	library"	and	a	"work	that	uses	the	library".	The	former	contains	code	derived	from	the	library,
whereas	the	latter	must	be	combined	with	the	library	in	order	to	run.

TERMS	AND	CONDITIONS	FOR	COPYING,	DISTRIBUTION	AND	MODIFICATION

1.	 This	License	Agreement	applies	to	any	software	library	or	other	program	which	contains	a	notice	placed	by	the	copyright
holder	or	other	authorized	party	saying	it	may	be	distributed	under	the	terms	of	this	Lesser	General	Public	License	(also
called	"this	License").	Each	licensee	is	addressed	as	"you".

A	"library"	means	a	collection	of	software	functions	and/or	data	prepared	so	as	to	be	conveniently	linked	with	application
programs	(which	use	some	of	those	functions	and	data)	to	form	executables.

The	"Library",	below,	refers	to	any	such	software	library	or	work	which	has	been	distributed	under	these	terms.	A	"work
based	on	the	Library"	means	either	the	Library	or	any	derivative	work	under	copyright	law:	that	is	to	say,	a	work
containing	the	Library	or	a	portion	of	it,	either	verbatim	or	with	modifications	and/or	translated	straightforwardly	into
another	language.	(Hereinafter,	translation	is	included	without	limitation	in	the	term	"modification".)

"Source	code"	for	a	work	means	the	preferred	form	of	the	work	for	making	modifications	to	it.	For	a	library,	complete
source	code	means	all	the	source	code	for	all	modules	it	contains,	plus	any	associated	interface	definition	files,	plus	the
scripts	used	to	control	compilation	and	installation	of	the	library.

Activities	other	than	copying,	distribution	and	modification	are	not	covered	by	this	License;	they	are	outside	its	scope.
The	act	of	running	a	program	using	the	Library	is	not	restricted,	and	output	from	such	a	program	is	covered	only	if	its
contents	constitute	a	work	based	on	the	Library	(independent	of	the	use	of	the	Library	in	a	tool	for	writing	it).	Whether
that	is	true	depends	on	what	the	Library	does	and	what	the	program	that	uses	the	Library	does.

2.	 You	may	copy	and	distribute	verbatim	copies	of	the	Library's	complete	source	code	as	you	receive	it,	in	any	medium,
provided	that	you	conspicuously	and	appropriately	publish	on	each	copy	an	appropriate	copyright	notice	and	disclaimer
of	warranty;	keep	intact	all	the	notices	that	refer	to	this	License	and	to	the	absence	of	any	warranty;	and	distribute	a	copy
of	this	License	along	with	the	Library.

You	may	charge	a	fee	for	the	physical	act	of	transferring	a	copy,	and	you	may	at	your	option	offer	warranty	protection	in
exchange	for	a	fee.

3.	 You	may	modify	your	copy	or	copies	of	the	Library	or	any	portion	of	it,	thus	forming	a	work	based	on	the	Library,	and
copy	and	distribute	such	modifications	or	work	under	the	terms	of	Section	1	above,	provided	that	you	also	meet	all	of
these	conditions:

a.	 The	modified	work	must	itself	be	a	software	library.

b.	 You	must	cause	the	files	modified	to	carry	prominent	notices	stating	that	you	changed	the	files	and	the	date	of	any
change.

c.	 You	must	cause	the	whole	of	the	work	to	be	licensed	at	no	charge	to	all	third	parties	under	the	terms	of	this	License.

d.	 If	a	facility	in	the	modified	Library	refers	to	a	function	or	a	table	of	data	to	be	supplied	by	an	application	program
that	uses	the	facility,	other	than	as	an	argument	passed	when	the	facility	is	invoked,	then	you	must	make	a	good
faith	effort	to	ensure	that,	in	the	event	an	application	does	not	supply	such	function	or	table,	the	facility	still
operates,	and	performs	whatever	part	of	its	purpose	remains	meaningful.	(For	example,	a	function	in	a	library	to
compute	square	roots	has	a	purpose	that	is	entirely	well-defined	independent	of	the	application.	Therefore,
Subsection	2d	requires	that	any	application-supplied	function	or	table	used	by	this	function	must	be	optional:	if	the
application	does	not	supply	it,	the	square	root	function	must	still	compute	square	roots.)

These	requirements	apply	to	the	modified	work	as	a	whole.	If	identifiable	sections	of	that	work	are	not	derived	from
the	Library,	and	can	be	reasonably	considered	independent	and	separate	works	in	themselves,	then	this	License,	and
its	terms,	do	not	apply	to	those	sections	when	you	distribute	them	as	separate	works.	But	when	you	distribute	the
same	sections	as	part	of	a	whole	which	is	a	work	based	on	the	Library,	the	distribution	of	the	whole	must	be	on	the
terms	of	this	License,	whose	permissions	for	other	licensees	extend	to	the	entire	whole,	and	thus	to	each	and	every
part	regardless	of	who	wrote	it.



Thus,	it	is	not	the	intent	of	this	section	to	claim	rights	or	contest	your	rights	to	work	written	entirely	by	you;	rather,
the	intent	is	to	exercise	the	right	to	control	the	distribution	of	derivative	or	collective	works	based	on	the	Library.

In	addition,	mere	aggregation	of	another	work	not	based	on	the	Library	with	the	Library	(or	with	a	work	based	on
the	Library)	on	a	volume	of	a	storage	or	distribution	medium	does	not	bring	the	other	work	under	the	scope	of	this
License.

4.	 You	may	opt	to	apply	the	terms	of	the	ordinary	GNU	General	Public	License	instead	of	this	License	to	a	given	copy	of
the	Library.	To	do	this,	you	must	alter	all	the	notices	that	refer	to	this	License,	so	that	they	refer	to	the	ordinary	GNU
General	Public	License,	version	2,	instead	of	to	this	License.	(If	a	newer	version	than	version	2	of	the	ordinary	GNU
General	Public	License	has	appeared,	then	you	can	specify	that	version	instead	if	you	wish.)	Do	not	make	any	other
change	in	these	notices.

Once	this	change	is	made	in	a	given	copy,	it	is	irreversible	for	that	copy,	so	the	ordinary	GNU	General	Public	License
applies	to	all	subsequent	copies	and	derivative	works	made	from	that	copy.

This	option	is	useful	when	you	wish	to	copy	part	of	the	code	of	the	Library	into	a	program	that	is	not	a	library.

5.	 You	may	copy	and	distribute	the	Library	(or	a	portion	or	derivative	of	it,	under	Section	2)	in	object	code	or	executable
form	under	the	terms	of	Sections	1	and	2	above	provided	that	you	accompany	it	with	the	complete	corresponding
machine-readable	source	code,	which	must	be	distributed	under	the	terms	of	Sections	1	and	2	above	on	a	medium
customarily	used	for	software	interchange.

If	distribution	of	object	code	is	made	by	offering	access	to	copy	from	a	designated	place,	then	offering	equivalent	access
to	copy	the	source	code	from	the	same	place	satisfies	the	requirement	to	distribute	the	source	code,	even	though	third
parties	are	not	compelled	to	copy	the	source	along	with	the	object	code.

6.	 A	program	that	contains	no	derivative	of	any	portion	of	the	Library,	but	is	designed	to	work	with	the	Library	by	being
compiled	or	linked	with	it,	is	called	a	"work	that	uses	the	Library".	Such	a	work,	in	isolation,	is	not	a	derivative	work	of
the	Library,	and	therefore	falls	outside	the	scope	of	this	License.

However,	linking	a	"work	that	uses	the	Library"	with	the	Library	creates	an	executable	that	is	a	derivative	of	the	Library
(because	it	contains	portions	of	the	Library),	rather	than	a	"work	that	uses	the	library".	The	executable	is	therefore
covered	by	this	License.	Section	6	states	terms	for	distribution	of	such	executables.

When	a	"work	that	uses	the	Library"	uses	material	from	a	header	file	that	is	part	of	the	Library,	the	object	code	for	the
work	may	be	a	derivative	work	of	the	Library	even	though	the	source	code	is	not.	Whether	this	is	true	is	especially
significant	if	the	work	can	be	linked	without	the	Library,	or	if	the	work	is	itself	a	library.	The	threshold	for	this	to	be	true
is	not	precisely	defined	by	law.

If	such	an	object	file	uses	only	numerical	parameters,	data	structure	layouts	and	accessors,	and	small	macros	and	small
inline	functions	(ten	lines	or	less	in	length),	then	the	use	of	the	object	file	is	unrestricted,	regardless	of	whether	it	is
legally	a	derivative	work.	(Executables	containing	this	object	code	plus	portions	of	the	Library	will	still	fall	under	Section
6.)

Otherwise,	if	the	work	is	a	derivative	of	the	Library,	you	may	distribute	the	object	code	for	the	work	under	the	terms	of
Section	6.	Any	executables	containing	that	work	also	fall	under	Section	6,	whether	or	not	they	are	linked	directly	with	the
Library	itself.

7.	 As	an	exception	to	the	Sections	above,	you	may	also	combine	or	link	a	"work	that	uses	the	Library"	with	the	Library	to
produce	a	work	containing	portions	of	the	Library,	and	distribute	that	work	under	terms	of	your	choice,	provided	that	the
terms	permit	modification	of	the	work	for	the	customer's	own	use	and	reverse	engineering	for	debugging	such
modifications.

You	must	give	prominent	notice	with	each	copy	of	the	work	that	the	Library	is	used	in	it	and	that	the	Library	and	its	use
are	covered	by	this	License.	You	must	supply	a	copy	of	this	License.	If	the	work	during	execution	displays	copyright
notices,	you	must	include	the	copyright	notice	for	the	Library	among	them,	as	well	as	a	reference	directing	the	user	to	the
copy	of	this	License.

Also,	you	must	do	one	of	these	things:



a.	 Accompany	the	work	with	the	complete	corresponding	machine-readable	source	code	for	the	Library	including
whatever	changes	were	used	in	the	work	(which	must	be	distributed	under	Sections	1	and	2	above);	and,	if	the	work
is	an	executable	linked	with	the	Library,	with	the	complete	machine-readable	"work	that	uses	the	Library",	as	object
code	and/or	source	code,	so	that	the	user	can	modify	the	Library	and	then	relink	to	produce	a	modified	executable
containing	the	modified	Library.	(It	is	understood	that	the	user	who	changes	the	contents	of	definitions	files	in	the
Library	will	not	necessarily	be	able	to	recompile	the	application	to	use	the	modified	definitions.)

b.	 Use	a	suitable	shared	library	mechanism	for	linking	with	the	Library.	A	suitable	mechanism	is	one	that

i.	 uses	at	run	time	a	copy	of	the	library	already	present	on	the	user's	computer	system,	rather	than	copying	library
functions	into	the	executable,	and

ii.	 will	operate	properly	with	a	modified	version	of	the	library,	if	the	user	installs	one,	as	long	as	the	modified
version	is	interface-compatible	with	the	version	that	the	work	was	made	with.

c.	 Accompany	the	work	with	a	written	offer,	valid	for	at	least	three	years,	to	give	the	same	user	the	materials	specified
in	Subsection	6a,	above,	for	a	charge	no	more	than	the	cost	of	performing	this	distribution.

d.	 If	distribution	of	the	work	is	made	by	offering	access	to	copy	from	a	designated	place,	offer	equivalent	access	to
copy	the	above	specified	materials	from	the	same	place.

e.	 Verify	that	the	user	has	already	received	a	copy	of	these	materials	or	that	you	have	already	sent	this	user	a	copy.	For
an	executable,	the	required	form	of	the	"work	that	uses	the	Library"	must	include	any	data	and	utility	programs
needed	for	reproducing	the	executable	from	it.	However,	as	a	special	exception,	the	materials	to	be	distributed	need
not	include	anything	that	is	normally	distributed	(in	either	source	or	binary	form)	with	the	major	components
(compiler,	kernel,	and	so	on)	of	the	operating	system	on	which	the	executable	runs,	unless	that	component	itself
accompanies	the	executable.

It	may	happen	that	this	requirement	contradicts	the	license	restrictions	of	other	proprietary	libraries	that	do	not
normally	accompany	the	operating	system.	Such	a	contradiction	means	you	cannot	use	both	them	and	the	Library
together	in	an	executable	that	you	distribute.

f.	 You	may	place	library	facilities	that	are	a	work	based	on	the	Library	side-by-side	in	a	single	library	together	with
other	library	facilities	not	covered	by	this	License,	and	distribute	such	a	combined	library,	provided	that	the
separate	distribution	of	the	work	based	on	the	Library	and	of	the	other	library	facilities	is	otherwise	permitted,	and
provided	that	you	do	these	two	things:

a.	 Accompany	the	combined	library	with	a	copy	of	the	same	work	based	on	the	Library,	uncombined	with	any
other	library	facilities.	This	must	be	distributed	under	the	terms	of	the	Sections	above.

b.	 Give	prominent	notice	with	the	combined	library	of	the	fact	that	part	of	it	is	a	work	based	on	the	Library,	and
explaining	where	to	find	the	accompanying	uncombined	form	of	the	same	work.

g.	 You	may	not	copy,	modify,	sublicense,	link	with,	or	distribute	the	Library	except	as	expressly	provided	under	this
License.	Any	attempt	otherwise	to	copy,	modify,	sublicense,	link	with,	or	distribute	the	Library	is	void,	and	will
automatically	terminate	your	rights	under	this	License.	However,	parties	who	have	received	copies,	or	rights,	from
you	under	this	License	will	not	have	their	licenses	terminated	so	long	as	such	parties	remain	in	full	compliance.

h.	 You	are	not	required	to	accept	this	License,	since	you	have	not	signed	it.	However,	nothing	else	grants	you
permission	to	modify	or	distribute	the	Library	or	its	derivative	works.	These	actions	are	prohibited	by	law	if	you	do
not	accept	this	License.	Therefore,	by	modifying	or	distributing	the	Library	(or	any	work	based	on	the	Library),	you
indicate	your	acceptance	of	this	License	to	do	so,	and	all	its	terms	and	conditions	for	copying,	distributing	or
modifying	the	Library	or	works	based	on	it.

i.	 Each	time	you	redistribute	the	Library	(or	any	work	based	on	the	Library),	the	recipient	automatically	receives	a
license	from	the	original	licensor	to	copy,	distribute,	link	with	or	modify	the	Library	subject	to	these	terms	and
conditions.	You	may	not	impose	any	further	restrictions	on	the	recipients'	exercise	of	the	rights	granted	herein.	You
are	not	responsible	for	enforcing	compliance	by	third	parties	with	this	License.

j.	 If,	as	a	consequence	of	a	court	judgment	or	allegation	of	patent	infringement	or	for	any	other	reason	(not	limited	to



patent	issues),	conditions	are	imposed	on	you	(whether	by	court	order,	agreement	or	otherwise)	that	contradict	the
conditions	of	this	License,	they	do	not	excuse	you	from	the	conditions	of	this	License.	If	you	cannot	distribute	so	as
to	satisfy	simultaneously	your	obligations	under	this	License	and	any	other	pertinent	obligations,	then	as	a
consequence	you	may	not	distribute	the	Library	at	all.	For	example,	if	a	patent	license	would	not	permit	royalty-free
redistribution	of	the	Library	by	all	those	who	receive	copies	directly	or	indirectly	through	you,	then	the	only	way
you	could	satisfy	both	it	and	this	License	would	be	to	refrain	entirely	from	distribution	of	the	Library.

If	any	portion	of	this	section	is	held	invalid	or	unenforceable	under	any	particular	circumstance,	the	balance	of	the
section	is	intended	to	apply,	and	the	section	as	a	whole	is	intended	to	apply	in	other	circumstances.

It	is	not	the	purpose	of	this	section	to	induce	you	to	infringe	any	patents	or	other	property	right	claims	or	to	contest
validity	of	any	such	claims;	this	section	has	the	sole	purpose	of	protecting	the	integrity	of	the	free	software
distribution	system	which	is	implemented	by	public	license	practices.	Many	people	have	made	generous
contributions	to	the	wide	range	of	software	distributed	through	that	system	in	reliance	on	consistent	application	of
that	system;	it	is	up	to	the	author/donor	to	decide	if	he	or	she	is	willing	to	distribute	software	through	any	other
system	and	a	licensee	cannot	impose	that	choice.

This	section	is	intended	to	make	thoroughly	clear	what	is	believed	to	be	a	consequence	of	the	rest	of	this	License.

k.	 If	the	distribution	and/or	use	of	the	Library	is	restricted	in	certain	countries	either	by	patents	or	by	copyrighted
interfaces,	the	original	copyright	holder	who	places	the	Library	under	this	License	may	add	an	explicit	geographical
distribution	limitation	excluding	those	countries,	so	that	distribution	is	permitted	only	in	or	among	countries	not
thus	excluded.	In	such	case,	this	License	incorporates	the	limitation	as	if	written	in	the	body	of	this	License.

l.	 The	Free	Software	Foundation	may	publish	revised	and/or	new	versions	of	the	Lesser	General	Public	License	from
time	to	time.	Such	new	versions	will	be	similar	in	spirit	to	the	present	version,	but	may	differ	in	detail	to	address
new	problems	or	concerns.

Each	version	is	given	a	distinguishing	version	number.	If	the	Library	specifies	a	version	number	of	this	License
which	applies	to	it	and	"any	later	version",	you	have	the	option	of	following	the	terms	and	conditions	either	of	that
version	or	of	any	later	version	published	by	the	Free	Software	Foundation.	If	the	Library	does	not	specify	a	license
version	number,	you	may	choose	any	version	ever	published	by	the	Free	Software	Foundation.

m.	 If	you	wish	to	incorporate	parts	of	the	Library	into	other	free	programs	whose	distribution	conditions	are
incompatible	with	these,	write	to	the	author	to	ask	for	permission.	For	software	which	is	copyrighted	by	the	Free
Software	Foundation,	write	to	the	Free	Software	Foundation;	we	sometimes	make	exceptions	for	this.	Our	decision
will	be	guided	by	the	two	goals	of	preserving	the	free	status	of	all	derivatives	of	our	free	software	and	of	promoting
the	sharing	and	reuse	of	software	generally.

NO	WARRANTY

n.	 BECAUSE	THE	LIBRARY	IS	LICENSED	FREE	OF	CHARGE,	THERE	IS	NO	WARRANTY	FOR	THE
LIBRARY,	TO	THE	EXTENT	PERMITTED	BY	APPLICABLE	LAW.	EXCEPT	WHEN	OTHERWISE	STATED
IN	WRITING	THE	COPYRIGHT	HOLDERS	AND/OR	OTHER	PARTIES	PROVIDE	THE	LIBRARY	"AS	IS"
WITHOUT	WARRANTY	OF	ANY	KIND,	EITHER	EXPRESSED	OR	IMPLIED,	INCLUDING,	BUT	NOT
LIMITED	TO,	THE	IMPLIED	WARRANTIES	OF	MERCHANTABILITY	AND	FITNESS	FOR	A
PARTICULAR	PURPOSE.	THE	ENTIRE	RISK	AS	TO	THE	QUALITY	AND	PERFORMANCE	OF	THE
LIBRARY	IS	WITH	YOU.	SHOULD	THE	LIBRARY	PROVE	DEFECTIVE,	YOU	ASSUME	THE	COST	OF
ALL	NECESSARY	SERVICING,	REPAIR	OR	CORRECTION.

o.	 IN	NO	EVENT	UNLESS	REQUIRED	BY	APPLICABLE	LAW	OR	AGREED	TO	IN	WRITING	WILL	ANY
COPYRIGHT	HOLDER,	OR	ANY	OTHER	PARTY	WHO	MAY	MODIFY	AND/OR	REDISTRIBUTE	THE
LIBRARY	AS	PERMITTED	ABOVE,	BE	LIABLE	TO	YOU	FOR	DAMAGES,	INCLUDING	ANY	GENERAL,
SPECIAL,	INCIDENTAL	OR	CONSEQUENTIAL	DAMAGES	ARISING	OUT	OF	THE	USE	OR	INABILITY
TO	USE	THE	LIBRARY	(INCLUDING	BUT	NOT	LIMITED	TO	LOSS	OF	DATA	OR	DATA	BEING
RENDERED	INACCURATE	OR	LOSSES	SUSTAINED	BY	YOU	OR	THIRD	PARTIES	OR	A	FAILURE	OF
THE	LIBRARY	TO	OPERATE	WITH	ANY	OTHER	SOFTWARE),	EVEN	IF	SUCH	HOLDER	OR	OTHER
PARTY	HAS	BEEN	ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGES.



QtAV

©	Wang	Bin	wbsecg1@gmail.com	Shanghai	University->S3	Graphics->Deepin,	Shanghai,	China	2013-01-21

QtAV	is	free	software	licensed	under	the	term	of	LGPL	v2.1.	The	player	example	is	licensed	under	GPL	v3.	If	you	use
QtAV	or	its	constituent	libraries,	you	must	adhere	to	the	terms	of	the	license	in	question.

Rather	than	repeating	the	text	of	the	LGPL	v2.1,	the	original	text	can	be	found	in	 GNU	LESSER	GENERAL	PUBLIC
LICENSE,	Version	2.1.

FFmpeg

Most	files	in	FFmpeg	are	under	the	GNU	Lesser	General	Public	License	version	2.1	or	later	(LGPL	v2.1+).	Read	the	file
`COPYING.LGPLv2.1`	for	details.	Some	other	files	have	MIT/X11/BSD-style	licenses.	In	combination	the	LGPL	v2.1+
applies	to	FFmpeg.

Rather	than	repeating	the	text	of	the	LGPL	v2.1,	the	original	text	can	be	found	in	 GNU	LESSER	GENERAL	PUBLIC
LICENSE,	Version	2.1.

c3.js

The	MIT	License	(MIT)	©	2013	Masayuki	Tanaka

Permission	is	hereby	granted,	free	of	charge,	to	any	person	obtaining	a	copy	of	this	software	and	associated	documentation
files	(the	"Software"),	to	deal	in	the	Software	without	restriction,	including	without	limitation	the	rights	to	use,	copy,	modify,
merge,	publish,	distribute,	sublicense,	and/or	sell	copies	of	the	Software,	and	to	permit	persons	to	whom	the	Software	is
furnished	to	do	so,	subject	to	the	following	conditions:

The	above	copyright	notice	and	this	permission	notice	shall	be	included	in	all	copies	or	substantial	portions	of	the	Software.

THE	SOFTWARE	IS	PROVIDED	"AS	IS",	WITHOUT	WARRANTY	OF	ANY	KIND,	EXPRESS	OR	IMPLIED,
INCLUDING	BUT	NOT	LIMITED	TO	THE	WARRANTIES	OF	MERCHANTABILITY,	FITNESS	FOR	A	PARTICULAR
PURPOSE	AND	NONINFRINGEMENT.	IN	NO	EVENT	SHALL	THE	AUTHORS	OR	COPYRIGHT	HOLDERS	BE
LIABLE	FOR	ANY	CLAIM,	DAMAGES	OR	OTHER	LIABILITY,	WHETHER	IN	AN	ACTION	OF	CONTRACT,	TORT
OR	OTHERWISE,	ARISING	FROM,	OUT	OF	OR	IN	CONNECTION	WITH	THE	SOFTWARE	OR	THE	USE	OR	OTHER
DEALINGS	IN	THE	SOFTWARE.

d3.js

Copyright©	2010-2017	Mike	Bostock	All	rights	reserved.

Redistribution	and	use	in	source	and	binary	forms,	with	or	without	modification,	are	permitted	provided	that	the	following
conditions	are	met:	*	Redistributions	of	source	code	must	retain	the	above	copyright	notice,	this	list	of	conditions	and	the
following	disclaimer.	*	Redistributions	in	binary	form	must	reproduce	the	above	copyright	notice,	this	list	of	conditions	and
the	following	disclaimer	in	the	documentation	and/or	other	materials	provided	with	the	distribution.	*	Neither	the	name	of	the
author	nor	the	names	of	contributors	may	be	used	to	endorse	or	promote	products	derived	from	this	software	without	specific
prior	written	permission.

THIS	SOFTWARE	IS	PROVIDED	BY	THE	COPYRIGHT	HOLDERS	AND	CONTRIBUTORS	"AS	IS"	AND	ANY
EXPRESS	OR	IMPLIED	WARRANTIES,	INCLUDING,	BUT	NOT	LIMITED	TO,	THE	IMPLIED	WARRANTIES	OF
MERCHANTABILITY	AND	FITNESS	FOR	A	PARTICULAR	PURPOSE	ARE	DISCLAIMED.	IN	NO	EVENT	SHALL
THE	COPYRIGHT	OWNER	OR	CONTRIBUTORS	BE	LIABLE	FOR	ANY	DIRECT,	INDIRECT,	INCIDENTAL,
SPECIAL,	EXEMPLARY,	OR	CONSEQUENTIAL	DAMAGES	(INCLUDING,	BUT	NOT	LIMITED	TO,
PROCUREMENT	OF	SUBSTITUTE	GOODS	OR	SERVICES;	LOSS	OF	USE,	DATA,	OR	PROFITS;	OR	BUSINESS
INTERRUPTION)	HOWEVER	CAUSED	AND	ON	ANY	THEORY	OF	LIABILITY,	WHETHER	IN	CONTRACT,	STRICT
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LIABILITY,	OR	TORT	(INCLUDING	NEGLIGENCE	OR	OTHERWISE)	ARISING	IN	ANY	WAY	OUT	OF	THE	USE	OF
THIS	SOFTWARE,	EVEN	IF	ADVISED	OF	THE	POSSIBILITY	OF	SUCH	DAMAGE.

jwt-cpp

MIT	License

Copyright	©	2018	Dominik	Thalhammer

Permission	is	hereby	granted,	free	of	charge,	to	any	person	obtaining	a	copy	of	this	software	and	associated	documentation
files	(the	“Software”),	to	deal	in	the	Software	without	restriction,	including	without	limitation	the	rights	to	use,	copy,	modify,
merge,	publish,	distribute,	sublicense,	and/or	sell	copies	of	the	Software,	and	to	permit	persons	to	whom	the	Software	is
furnished	to	do	so,	subject	to	the	following	conditions:

The	above	copyright	notice	and	this	permission	notice	shall	be	included	in	all	copies	or	substantial	portions	of	the	Software.

THE	SOFTWARE	IS	PROVIDED	“AS	IS”,	WITHOUT	WARRANTY	OF	ANY	KIND,	EXPRESS	OR	IMPLIED,
INCLUDING	BUT	NOT	LIMITED	TO	THE	WARRANTIES	OF	MERCHANTABILITY,	FITNESS	FOR	A	PARTICULAR
PURPOSE	AND	NONINFRINGEMENT.	IN	NO	EVENT	SHALL	THE	AUTHORS	OR	COPYRIGHT	HOLDERS	BE
LIABLE	FOR	ANY	CLAIM,	DAMAGES	OR	OTHER	LIABILITY,	WHETHER	IN	AN	ACTION	OF	CONTRACT,	TORT
OR	OTHERWISE,	ARISING	FROM,	OUT	OF	OR	IN	CONNECTION	WITH	THE	SOFTWARE	OR	THE	USE	OR	OTHER
DEALINGS	IN	THE	SOFTWARE.

QXlsx

The	MIT	License

Copyright	©	2017-,	https://github.com/j2doll/QXlsx

Permission	is	hereby	granted,	free	of	charge,	to	any	person	obtaining	a	copy	of	this	software	and	associated	documentation
files	(the	“Software”),	to	deal	in	the	Software	without	restriction,	including	without	limitation	the	rights	to	use,	copy,	modify,
merge,	publish,	distribute,	sublicense,	and/or	sell	copies	of	the	Software,	and	to	permit	persons	to	whom	the	Software	is
furnished	to	do	so,	subject	to	the	following	conditions:

The	above	copyright	notice	and	this	permission	notice	shall	be	included	in	all	copies	or	substantial	portions	of	the	Software.

THE	SOFTWARE	IS	PROVIDED	“AS	IS”,	WITHOUT	WARRANTY	OF	ANY	KIND,	EXPRESS	OR	IMPLIED,
INCLUDING	BUT	NOT	LIMITED	TO	THE	WARRANTIES	OF	MERCHANTABILITY,	FITNESS	FOR	A	PARTICULAR
PURPOSE	AND	NONINFRINGEMENT.	IN	NO	EVENT	SHALL	THE	AUTHORS	OR	COPYRIGHT	HOLDERS	BE
LIABLE	FOR	ANY	CLAIM,	DAMAGES	OR	OTHER	LIABILITY,	WHETHER	IN	AN	ACTION	OF	CONTRACT,	TORT
OR	OTHERWISE,	ARISING	FROM,	OUT	OF	OR	IN	CONNECTION	WITH	THE	SOFTWARE	OR	THE	USE	OR	OTHER
DEALINGS	IN	THE	SOFTWARE.
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