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1. Introduction 
Overview 
Enhance your study access monitoring, query management workflows, user login 

experience, web-based data capture, and more with DFdiscover 2024 Version 5.8.0. 

Some of the key features and enhancements in this release include:  

Single Sign-On with Microsoft in Desktop Apps: Seamlessly log in to the DFdiscover 

desktop applications using your Microsoft credentials (when enabled for the server), 

simplifying the user experience and streamlining security.  

Change History in DFadmin: Enhance user management and access monitoring with 

the new History feature in DFadmin. A new interface displays a comprehensive and 

accessible audit trail of user, role, and study changes for administrators.  

Query Category Restrictions: Streamline your query management workflow by limiting 

creation and resolution of manual queries by category, ensuring a smooth workflow for 

everyone responsible for data quality and monitoring.  

eCRF Enhancements in DFweb: Recent eCRF enhancements added in DFexplore are 

now available in DFweb too. DFsetup now includes new settings and preview options to 

support flexible eCRF table display for different screen sizes in DFweb. 

Set Pages as Missed in DFweb: DFweb now provides the option to identify CRF pages 

that have been missed and will not be completed, and to unset missed CRF pages. 

Download Reports in DFweb: Save DFdiscover reports for sharing and review outside of 

DFweb, with interactivity and options intact. 

Added Spanish Language Support: DFsend and DFexplore are now available in Spanish, 

seamlessly presenting a translated interface when the device language is Spanish. 

An overview of changes is provided in the following chapter, New Features and 

Enhancements. The complete listing of all changes by product area and type of change, 

including bug fixes, is available in spreadsheet format. 

 

Version Numbering 
DFdiscover 2024 Version 5.8.0 is a minor release in the DFdiscover 5.X family that 

started with DFdiscover 2018. DFdiscover version numbers have 3 components:  

1. The first number identifies a major release containing all software components. 

2. The second number identifies a minor release with bug fixes, backward 

compatible new features, and feature enhancements. It contains all software 

components. If there is no minor release for a major release, this number is 0.  

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/DFdiscover_580_Release_Notes_Listing.xlsx
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3. The third number identifies incremental patches to specific software 

components for the minor release identified by the first 2 digits of the version 

number. If there is no patch release, this number is 0.  
 

For example, 5.0.2 is the second patch to the 5.0.0 major release. 5.2.1 is the first patch 

to the 5.2.0 minor release.  

 

Software Components 
DFdiscover 2024 Version 5.8.0 includes the following components: 

• DFexplore: desktop app for clinical data management (Windows, macOS) 

• DFsend: desktop app for submission of scanned paper CRFs (Windows, macOS) 

• Client application package (Windows, macOS): 

o Desktop apps: DFexplore, DFadmin, DFsetup, DFsend, DFATK, DFbarcode 

o Client-side command line tools: DFattach, DFaudittrace, DFbatch, 

DFexport, DFpass, DFpdfpkg, DFreport, DFuserPerms   

• DFweb: browser-based EDC app 

• DFcollect: tablet-based online/offline EDC app for Android and iOS/iPadOS 
 

For DFdiscover system administrators, the DFdiscover server, DFws API, and DFweb 

server installation packages are available as RPM files. 

The build date for the 5.8.0 server, API, desktop and client-side tools is 2024/04/22. The 

DFweb 5.8.0 build date is 2024/04/11. The DFcollect 5.8.0 build date is 2024/04/01. 

 

Supported Configurations 
Server 
DFdiscover 2024 Version 5.8.0 is supported on Novell openSUSE version Leap 42.1 and 

newer, SUSE Tumbleweed, and RedHat Enterprise Linux (CentOS) versions 7.X and 8.X. 

DFdiscover is a 64-bit server application and will not run on 32-bit systems. Other Linux 

distributions may work but are unsupported. Solaris is not supported.  

 

Desktop and client-side tools 
Desktop and client-side tools are supported on Windows 10 and newer and macOS 

10.14 (Mojave) and newer. We recommend keeping your operating system up to date. 

 

DFweb supported browsers and devices 
DFweb Version 5.8.0 is supported on devices (desktops, laptops, tablets, smartphones) 

that run the following web browsers:  
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• Chrome 71 and newer  

• Edge 79 and newer  

• Firefox 65 and newer  

• Opera 58 and newer  

• Safari 12.1 and newer  

The minimum recommended screen width is 400 pixels, except for studies using CRFs 

with backgrounds, where the minimum recommended screen width is 800 pixels. To 

avoid horizontal scrolling with CRF backgrounds and eCRF tables in portrait orientation, 

the minimum recommended screen width is 1280 pixels. 

 

DFcollect supported devices 
DFcollect Version 5.8.0 requires a mobile device (tablet or smartphone) running Android 

5.1 and newer, iPadOS 13.1 and newer, or iOS 11 and newer. 

 

Compatibility 
Client Apps Upgrade 
 

 

 

 

 

 
 

 
After upgrading the DFdiscover server to 2024 Version 5.8.0, end users are not required 

to upgrade to Version 5.8.0 client applications such as DFexplore, DFweb, and DFcollect 

immediately, however the server or study must be configured in DFadmin to allow older 

versions to connect.  

Both DFweb and DFcollect are designed for backwards compatibility with older 

DFdiscover server and API versions, however some new features are only available 

when connecting to a DFdiscover server and API Version 5.8.0 or later, as noted in the 

following chapter. 

If any version of any client application will be used that does not match the DFdiscover 

server version, ensure that the master or study Version Strict setting is All minor 

versions supported or Minimum version supported in DFadmin. When ‘All minor 

versions’ is enabled, the following versions of client applications may be used with 

Important Notice 
Important security improvements were made to the DFdiscover server which require 

all non-API client connections to use TLS v1.3 or later. As a result, DFdiscover 5.1 

and older desktop and command-line applications will be unable to connect to the 

DFdiscover 5.8 server. Ensure that any users still using 5.1 or older desktop tools 

upgrade to 5.8 desktop tools when the DFdiscover server is upgraded to 5.8. 
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DFdiscover 2024 Version 5.8.0 server: 2019 5.2.1, 2020 5.3.2, 2021 5.4.0, 2022 5.5.1, 

2023 5.6.0, and 2023 5.7.0.  

 

 

 

 

 

 

DFweb Upgrade and Installation 
As a browser-based web application, DFweb does not require end users to install 

anything.  

The public instance of DFweb available at https://dfweb.dfdiscover.com is upgraded to 

Version 5.8.0 shortly after release. Clients with their own instance of DFweb will provide 

a different URL to their end users. 

When sharing the DFweb URL with end users, include the DFdiscover server name to 

simplify the login process. For example, to pre-define the DFdiscover server as 

explore.dfdiscover.com, provide the URL: 

https://dfweb.dfdiscover.com?servername=explore.dfdiscover.com 

For self-hosted clients with their own DFweb instance, we encourage upgrading DFweb 

at the same time as the DFdiscover server and API so that all new features, 

enhancements, and bug fixes are available.  

 

DFcollect Upgrade 
DFcollect 5.8.0 is available for installation from the Google Play Store on Android and 

from the Apple App Store on iPadOS and iOS.  

If auto-update is enabled for DFcollect on the device of existing users, DFcollect will 

update automatically as new versions are released. If auto-update is disabled, users will 

need to manually update DFcollect to use newer versions. 

 

API Upgrade 
Separate from the DFdiscover server upgrade, the public DFdiscover API available at 

dfws.dfdiscover.com is upgraded to Version 5.8.0 shortly after release.  

For self-hosted clients with their own DFdiscover server and API, please upgrade the 

API at the same time as the DFdiscover server so that all new features and 

enhancements are available.  

Warning 
Using older versions of DFsetup or DFadmin to make changes to a study that uses 

features added in later versions will result in losing that data. In DFsetup, users will 

be warned if setup is newer than their version of DFsetup, and only study admins 

can save a newer setup to an older version. DFadmin does not show any warning. 

 

https://dfweb.dfdiscover.com/
https://dfweb.dfdiscover.com/?servername=explore.dfdiscover.com
https://play.google.com/store/apps/details/DFcollect?id=dfnet.dfdiscover.dfcollect
https://apps.apple.com/ca/app/dfcollect/id1475656471
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Permission Considerations 
When upgrading, review role permissions to ensure new features are available users as 

intended. Permission requirements for API client applications are described below. For 

all API client applications, the DFdiscover server license requires the DFWS feature.  

 

App Role Permissions Required 

DFweb - API Clients-DFweb is required to login to a study. 

- Server-Attach Document is required to attach documents to CRFs. 

- Permissions for individual DFdiscover reports are required to view 

those reports. 

- Specific DFdiscover Reports are required for the dashboard: 

DF_SBcrfoverview, DF_QueryOverview, DF_SBsummary, 

DF_QueryDataSummary. 

DFcollect - API Clients-DFcollect is required to login to a study. 

- Server-Attach Document is required to attach documents to CRFs. 

- DFdiscover Reports-DF_TaskSummary is required to view tasks. 

- Specific DFdiscover Reports are required for the dashboard: 

DF_SBcrfoverview, DF_QueryOverview, DF_SBsummary, 

DF_QueryDataSummary. 

DFsources - API Clients-DFsources is required to select a study for submission. 

- Server-Attach Document is required to submit CRF attachments. 

DFengage - API Clients-DFengage is required to login to DFengage. 

- DFexplore-Views-Data are required to display surveys/questionnaires 

in DFengage. 

 

Getting Help 
For software support, please contact the DFdiscover team via email at 

help@dfnetresearch.com or visit the DFnet website at https://www.dfnetresearch.com.  

mailto:help@dfnetresearch.com
https://www.dfnetresearch.com/
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2. New Features and Enhancements 
This chapter describes features and enhancements added to DFdiscover since the 

release of Version 5.7.0. Links in blue will take you to the relevant user guide with more 

details. See the Release Notes Listing for all changes, including bug fixes.  

 

General Updates 
Single Sign On with Microsoft in Desktop Apps 
Seamlessly log in to the DFdiscover desktop applications using your Microsoft 

credentials, when enabled for the server, simplifying the user experience and 

streamlining security. 

DFexplore, DFsetup, DFadmin, and DFsend now support single sign on with Microsoft, 

allowing you to use your Microsoft account to login when allowed by your organization. 

Your DFdiscover user account is linked to your Microsoft account by the email address 

registered in DFadmin, as shown in your User Profile.   

  

When logging in with your Microsoft account, electronic signatures and other instances 

where your password is requested will also require your Microsoft login. Note that 

desktop applications do not cache your Microsoft login credentials. Your DFdiscover 

username and full name are used in the audit trail, electronic signatures, and in the User 

Profile dialog. The Change Password option is not available in the User Profile dialog.  

This feature is only available when connecting to DFdiscover server and API version 5.7 

or later and when enabled on your DFdiscover server.   

An additional change to DFexplore has been implemented with this feature. When the 

Data - P(assword) permission is enabled in DFadmin Roles, DFexplore will now only 

require a password when saving the page if the eSignature module is defined on the 

plate and the page is ready for eSignature. If an eSignature is not required, the user is 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/DFdiscover_580_Release_Notes_Listing.xlsx
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not prompted for their password. This aligns Data - P(assword) behavior in DFexplore 

with current behavior in DFweb and DFcollect. See Database Permissions in the System 

Administrator User Guide for more details. 

If your study requires a password when the eSignature module is not present, use the 

dfpassword() or dfpasswdx() edit check function. A password is still required for 

important user actions such as deleting pages, importing subject CRFs, and others.  

The DFexplore dashboard has also been updated with a new icon in the top right corner 

of the screen indicating your login method. Click it to view your login information. 

 

Query Category Restrictions by Role 
Streamline your query management workflow by limiting creation and resolution of 

manual queries by category, ensuring a smooth experience for everyone responsible for 

data quality and monitoring.  

In DFadmin, roles may now include query permission restrictions by category, limiting 

who can manually add, modify, delete, and reply to queries of specific categories in 

DFexplore, DFweb, and DFcollect. Query restrictions ensure that the appropriate query 

categories are used exclusively by authorized study staff, for example monitors or 

medical coders, without impacting automated queries added or modified by edit check. 

 

For studies with multiple queries per field disabled, role permission requirements for 

changing the category of an existing query have been refined. Query - M(odify) and 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#database-permissions
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/progman/html/progman.html
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/progman/html/progman.html#dfpasswdx.section
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D(elete) permissions are required for the original category and Query - C(reate) 

permissions are required for the new category to make the change. 

See Restrictions in the System Administrator User Guide for more details. 

Note: This feature was in limited release (only available on DFnet-managed servers) in 

Version 5.7.0 and is now in full release.  

 

Change History in DFadmin 
Enhance your user management 

and access monitoring with the 

new History feature in DFadmin. 

A new interface displays a 

comprehensive and accessible 

audit trail of user, role, and study 

changes for study and 

DFdiscover administrators. The 

new History tab in Studies, Users, 

and Roles allows you to view and 

export changes, enhancing awareness and control over system changes.   

The key elements of DFadmin History include:  

• Accessible Audit Trail: Gain visibility into the who and what behind every user and 

role change within DFadmin, ensuring transparency and accountability.  

• Complete Study Access History: Generate a detailed study-specific history of when 

user access was added and removed for comprehensive monitoring and 

documentation.  

• Sorting and Filtering: View oldest or newest changes with a single click, or choose to 

view specific change types only for each study.  

• Dual Format Options: Choose between simplified and detailed formats to suit your 

viewing and exporting preferences: a concise single-row display or a line-by-line 

outline of old and new values.  

• Detailed Export: Export history to multiple formats including Excel, CSV, HTML, and 

PDF. The detailed view is ideal for exporting to Excel for comprehensive sorting and 

filtering capabilities. 

To view History in DFadmin, a system administrator must first run the new DFadmindb 

utility program to load the existing history logs into the new admin history database.  

Learn more about User History, Role History, and Study History in the System 

Administrator User Guide. 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#restrictions
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#user-history
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#role-history
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#study-history
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New eCRF Table Setting and Preview Options in DFsetup  
DFsetup includes new features to support enhanced eCRF design options in DFweb and 

to preview CRFs for different apps.  

A new setting has been added to the Add/Edit Table dialog to determine how each eCRF 

table is displayed on tablets and phones in DFweb. The following options are provided: 

• Static width - Keep table width static 

on all screen sizes. This will lead to 

horizontal scrolling on tablets and 

phones. 

• Single column on phone - Display all 

fields in a single column on phone 

size screens only. Tables are 

displayed on desktops and tablets 

(where scrolling will be required) but 

not on phones. 

• Single column on phone and tablet - 

Display all fields in a single column on both phone and tablet size screens. Tables 

are displayed on desktops only, not on tablets or phones. This is the recommended 

option for best user experience. 

For more details, see Adding Tables to eCRFs in the Study Setup User Guide.  

New CRF preview options have been added in DFsetup for DFweb and DFcollect, 

allowing you to preview the CRF 

appearance at different screen 

sizes. See Main Window – Preview 

Options in the Study Setup User 

Guide for more details.  

Note that DFsetup previews are not 

an exact representation of CRFs in 

all apps but are intended to show 

basic differences and help ensure 

the text on the CRF is displayed as 

intended across different apps and 

screen sizes. 

In addition, the page limit for eCRFs 

has been increased from 4 to 8 US letter pages (88 inches). 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/setup/html/setup.html#adding-tables-to-ecrfs
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/setup/html/setup.html#main-window---preview-options
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/setup/html/setup.html#main-window---preview-options
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Spanish Language Support in DFexplore and DFsend  
DFsend and DFexplore are now available in Spanish. The app will display interface text 

in Spanish instead of English when your device language is set to Spanish. Study-

specific text (including CRFs, visit and page labels, edit checks, queries, reasons, etc.) 

are not affected. 
 

New Visit Scheduling DFdiscover Reports  
Two new DFdiscover reports have been added to the Subject Scheduling group: Cycles 

and Cycle Visits. Cycles provides the status of all subject cycles in a study. Cycle Visits 

provides the status and visit details of all subject visits in a study. These reports include 

the same information as the two views of the same names in DFexplore Schedule View 

and are useful for comprehensive details on visit scheduling. 

In DFadmin Roles, these two reports have been added to the DFdiscover Reports list in 

the Tools & Reports tab. These reports are available in both DFexplore and DFweb 

based on role permissions, via DFreport command-line tool, and via the API. 

 

Accessibility Updates in DFexplore 
DFexplore has been updated with various accessibility improvements, so that all 

components are accessible to the keyboard and readable by assistive technology.  

The auto-logout warning has been extended 

from 10 to 30 seconds, and auto-logout can 

be cancelled by pressing any key.  

When navigating data entry fields on a CRF in DFexplore Data View, use the Escape key 

to switch focus to the main window.  

 

Security Updates 
Important security improvements were made to the DFdiscover server which require all 

non-API client connections to use TLS v1.3 or later. Desktop and command-line 

applications which do not support TLS v1.3 will be unable to connect to the DFdiscover 

5.8 server. This includes DFdiscover 5.1 or older desktop tools. 

As a result, ensure that any users still using 5.1 or older desktop tools upgrade to 5.8 

desktop tools when the DFdiscover server is upgraded to 5.8. 
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Documentation Refresh  
Several user guides have been updated with a new look and improved functionality for 

various screen sizes. Navigate to different chapters and sections using the sidebar on 

the left, use the browser search function to find keywords quickly, and download a PDF 

copy for use offline. Additional manuals (Programmer Guide, Standard Reports Guide, 

DFws API User Guide, Acceptance Test Kit Manual) will be updated in a future release. 
 

Additional Updates 
• In DFexplore, the User Profile dialog now displays details about the time zone in UTC 

(Coordinated Universal Time) used for timestamps shown in the app, including the 

local time zone detected on the device. The accuracy of these time zones is 

dependent on the local device time being correct.  

• New optional window size parameters have been added to the dfask and dfcapture 

edit check functions, allowing you to control the size of the edit check window in 

DFexplore. These new parameters are not supported in DFweb or DFcollect.  

• When printing or saving a CRF to PDF in DFexplore, the 'expand text fields' option 

now applies to dropdown choice fields, so that if the choice label is longer than the 

field widget, the full label is displayed on print or PDF copies of a CRF. The 'expand 

text fields' option has been added to the DFpdfpkg command line tool as well. 

• DFexport has been updated to export data in CDISC ODM-XML format. In DFexplore, 

the ODM XML export dialog has been updated with a new option to use the field 

alias in place of the field name. 

• The ATK has been updated, including changes to module 19 necessary for 

DFengage version 2.0. 

• Several server and API updates have been made to support API clients: 

o The API can now be configured to send email notifications for upcoming API 

account expiry. This will help ensure API accounts are renewed before they 

expire, to avoid any disruption of server or study processes that rely on them.  

o The API has been updated with a new request for study logos.  

o The server and API have been updated to improve loading time in DFweb.  

o A new optional configuration parameter has been added to DFws to allow an 

external facing FQDN to be used in Forgot Password emails. This new 

parameter, DFWS_HOST_FQDN, is only required when an internal hostname is 

used for the API server's local hostname. 

• See all bug fixes here. 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/DFdiscover_580_Release_Notes_Listing.xlsx
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DFweb Updates 
Enhanced eCRF Layouts  
DFweb has been updated to display eCRF tables and advanced choice field layout 

options, further enhancing CRF design capabilities. DFweb implements eCRF tables in a 

similar way to DFexplore, aligning CRF appearance in these tools.  

 
Because DFweb supports smaller screens (tablets and smartphones), there are some 

differences from DFexplore. Usability is generally improved by displaying data fields in a 

single column instead of in a table on smaller screens, which is how existing tables will 

be displayed in DFweb 5.8. This may be adjusted per table to always display tables 

(static width CRFs on all screen sizes) or display fields in a single column on phones 

only or on both phones and tablets on studies, using DFsetup 5.8. 

As part of this change, all CRFs (whether using eCRF or background CRF style) now 

display field colors, QRM metadata buttons, field help button, and warning indicators in 

a consistent fashion. All fields are now outlined in their status color. Queries, reasons, 

missing values, and field help are all accessed via corresponding icons in the tab on the 

right side of the CRF, which updates based on the currently selected field.  

For more details about these updates to eCRF display in DFweb, see Data Entry Form in 

the DFweb User Guide. For more details on customizing eCRF tables, see Adding Tables 

to eCRFs in the Study Setup User Guide. 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/dfweb/html/dfweb.html#data-entry-form
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/setup/html/setup.html#adding-tables-to-ecrfs
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/setup/html/setup.html#adding-tables-to-ecrfs
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Query Category Restrictions by Role 
Improve your query management workflow 

by limiting manual query permissions by 

category in DFweb. 

DFweb now supports restricted access to 

create, modify, delete, and reply to queries of 

specific categories at the role level. Each 

study may customize how these restrictions 

work to suit their workflow. 

These restrictions apply to manual queries only and do not affect queries added or 

modified by edit checks.  

Restrictions are defined per study role in DFadmin. See Restrictions in the System 

Administrator User Guide for details. 

This feature is only available when connecting to DFdiscover server and API version 5.8 

or later.  

 

Set/Unset Missed Pages 
DFweb now provides the ability to set 

and unset CRF pages as missed.  

CRFs may be set as missed to indicate 

that the CRF data is not available and 

resolve missing page queries in cases 

where the CRF will never be completed. The missed page options are the same in 

DFweb as in DFexplore.  

Missed CRFs are view only. To view the reason the CRF was set as missed, select View 

Page History from the CRF menu. 

See Missed CRF Pages in the DFweb User Guide for more details. 

This feature is available in the CRF menu according to the user's role permissions and 

CRF status. Only blank CRFs may be set as missed, and only missed CRFs may be set 

as unmissed (reset to blank). The user's role must have the "Data - L" permission 

enabled for that CRF. See Database Permissions in the System Administrator User 

Guide for more details. 

This feature is only available when connected to DFdiscover server and API version 

5.6.0 or later.  

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#restrictions
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/dfweb/html/dfweb.html#missed-crf-pages
https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#database-permissions
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Download Reports in DFweb  
Share and review reports outside 

of DFweb, with options and 

interactivity intact. 

Once a report is saved, the report 

filters cannot be changed, but 

other interactive features remain 

available: searching by column, 

opening sub-views, and changing 

report options.  

Reports can be saved in two 

formats: HTML (best for normal 

use; smaller file size but requires an internet connection to view) or Archive (best for 

archiving; larger file size but no internet connection required).  

See Report Download in the DFweb User Guide for more details. 

 

Streamlined Query Dialog  
For studies with multiple queries per field 

enabled, the query dialog now shows query 

details without having to click the Reply or 

Edit buttons.   

Open the query dialog by clicking the Q button 

in the side tab on the right side of any CRF. In 

the dialog, click the query category name to 

display the data value, the query detail, and 

the query reply, if provided.  

This allows you to see more query information easily before replying to the query or 

going back to the CRF to update the data value.  

 

Additional DFweb Updates 
• A new setting "Open last study on login" is added to the DFweb Settings page. When 

this setting is enabled, when you login you'll return to the study you had open when 

you last logged out of DFweb. When this setting is disabled, when you login you will 

be prompted to select a study, if you have access to more than one study. By 

default, this setting is enabled. 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/dfweb/html/dfweb.html#report-download
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• DFweb has been updated to support vertical VAS fields on CRFs with backgrounds. 

eCRFs currently support horizontal VAS fields only.  

• The DFweb dashboard page has been updated to increase the size of the dashboard 

tiles on larger screens, making it easier to use the subject, CRF, and query sub-view 

listings displayed when pie chart segments are clicked.  

• In the DFweb two-factor authentication dialog, a confirmation message is displayed 

after clicking "Resend code".  

• In the DFweb change password dialog, a confirmation message is displayed after 

the password is updated.  

• Study logos now load faster in the Select Study dialog in DFweb.  

• DFweb has been upgraded to Flutter 3.13.  

• DFweb has been updated to use Angular 16. Various security improvements have 

also been made.  

• Security improvements have been made in DFweb to prevent Server Side Request 

Forgery attacks.  

• See all bug fixes here. 

 

  

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/DFdiscover_580_Release_Notes_Listing.xlsx
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DFcollect Updates 
Query Category Restrictions by Role  

Improve your query management workflow by limiting 

manual query permissions by category in DFcollect. 

DFcollect now supports restricted access to create, modify, 

delete, and reply to queries of specific categories at the 

role level. Each study may customize how these 

restrictions work to suit their workflow. 

These restrictions apply to manual queries only and do not 

affect queries added or modified by edit checks.  

Restrictions are defined per study role in DFadmin. See 

Restrictions in the System Administrator User Guide for 

details. 

This feature is only available when connecting to 

DFdiscover server and API version 5.8 or later. 

 

New CRF Location Header 
The CRF view in DFcollect has 

been updated with a header 

row displaying the study, site, 

subject, visit, and page details 

for the current CRF.  

The new CRF location header 

is displayed below the top app 

bar and above the CRF. For 

CRFs with screens, it remains 

visible on every screen. 

This makes the complete CRF location visible during data entry without needing to 

swipe to view the location in the app header.  

The CRF header details are still available in the top app bar. Swipe the CRF label to view 

the entire CRF location, and tap to navigate to a different CRF, visit, subject, or site. 

 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/sysman/html/sysman.html#restrictions
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Subjects Page Offline Details 

The Subjects page in DFcollect has been 

updated with enhancements to support 

offline data capture and review. 

When you are offline, the top of the Subjects 

page indicates how many subjects have 

been downloaded for offline use. 

Both online and offline, the icon indicating 

that a subject is downloaded for offline use 

also displays the date and time of download 

or modification. 

If subject data has been modified while offline (indicated by icon), the modified 

date and time are displayed. Otherwise, the last download date and time are displayed.  

 

Subject Binder Offline Details 
When offline, the subject binder page now 

provides detail about the download status 

for the current subject. If local data is 

available for the subject, the date and time 

of last download is displayed at the top of 

the page. This improves user awareness of 

how recent the downloaded data is while 

making updates offline.  

If local data is not available, "Not 

downloaded for offline use" is displayed.   

 

Additional DFcollect Updates 
• DFcollect has been updated to target Android API level 33.  

• Several interface improvements have been made to improve usability on smaller 

screens (i.e., smartphones).  

• See all bug fixes here. 

  

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/DFdiscover_580_Release_Notes_Listing.xlsx
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3. Known Issues and Advance Notices 
 

Known Issues 
This section provides information about low-severity, low-priority issues that exist in the 

current release, with details about available workarounds. Where possible, known 

issues are planned to be addressed in a future release.  

 

General 
1. In DFsetup, multi-line translation text cannot be imported into the Translations table. 

As a workaround, enter any multi-line translations directly in the table rather than 

using the import feature. 

2. In DFsetup, when pasting a table of data into the Edit Coding table for check, choice, 

and numeric fields, only code and label may be pasted, and sub label is ignored. As a 

workaround, type or paste individual sub labels into each field.  

3. When using desktop applications on macOS in Dark Mode, the Help > Topics content 

does not display correctly. As a workaround, view documentation online at 

dfnetresearch.com.  

4. In DFadmin, if another user modifies the Version Strict setting in the Master tab 

while a study administrator is logged in to DFadmin, those changes aren't available 

to the study administrator until they next log in to DFadmin. 

 

DFweb 
1. When logged into DFweb in one browser tab and working in another tab or browser 

window, you may be auto logged out of your DFweb session earlier than the auto-

logout time window.  

2. In the DFweb CRF view, the Unsaved Changes dialog does not appear in some cases 

when clicking the back button on iOS and iPadOS devices. Users must save the CRF 

before using the back button to leave the page to avoid loss of unsaved data. 

3. When using the Firefox browser as a user with access to multiple studies, logout 

may take longer than normal. As a workaround, use a different web browser, such as 

Chrome, Edge, or Safari.  

4. When using browser settings to increase the font size, DFweb does not handle the 

increased text size consistently across the app. As a workaround, use the normal 

font size setting and instead use zoom settings to improve visibility.  

https://www.dfnetresearch.com/
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5. DFweb may stop working if an edit check using the dftrigger function with " " in the 

edit check list is triggered. As a workaround, remove the space from the edit check 

list in the dftrigger function parameters.  

6. In DFweb Reports, if a report filter dropdown is open when the user is auto logged 

out after inactivity, the user is successfully logged out but the report will remain 

open until it is closed manually.  

7. In DFweb Reports, when resizing the browser window between desktop and tablet 

size while a report filter popup is open, the popup may remain open after closing the 

report.  

8. On Windows, for some reports, scrolling quickly up and down can result in the 

options in the filter list dropdown disappearing. As a workaround, close and re-open 

the dropdown to view the options again.   

9. In the unlikely case that the dftrigger edit check function is used to open an 

unexpected record for a different subject in DFweb, the subject binder will not load 

properly. As a workaround, add the unexpected record to the visit map and use the 

dfneed edit check function in the DFopen_patient_binder edit check to exclude the 

record from the subject binder when you don't want it to be displayed.  

10. When trying to view a PDF document in the Manage Documents dialog on Android 

mobile browsers, the PDF document may not be shown. As a workaround, use the 

download option provided in the dialog beside the expand button.  

11. In the unlikely case an unexpected record is added to the subject binder in DFweb 

using the dfaddmpqc edit check function and then deleted with dfdelmpqc, the 

record status is not updated to blank. As a workaround, close and reopen the 

subject binder to see the correct status.  

12. In the unlikely case that a user saves a record to a workflow level they do not have 

view access to, the record status shows as missed instead of blank. As a 

workaround, close and reopen the subject binder to see the correct record status.  

 

DFcollect 
1. DFcollect only supports lookup tables with a file size below 40 MB. Lookup tables 

larger than 40 MB in size cannot be loaded or used in DFcollect. 

 

Advance Notices 
This section provides information about changes planned in a future release that may 

impact ongoing projects, in particular any features that will be deprecated. These 

notices are intended to support planning for future upgrades.  
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1. In a future release, the Help > Topics dialog in the desktop applications will be 

updated to open the online HTML documentation in a web browser. This change is 

due to a planned Qt upgrade.  

2. In DFweb, multimedia hosted on a non-HTTPS server (e.g., embedded images and 

video in study, plate, or field help) is currently supported. In a future release, we will 

restrict these to HTTPS only. To plan ahead, replace any HTTP multimedia sources 

with HTTPS. 
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4. Server Installation 
This section is applicable only to those hosting their own DFdiscover server installation. 

This release of DFdiscover is a complete release. It can be installed as a new install or 

as an upgrade of any previous release. Existing studies will continue to work in the 

updated installation, once migrated with the DFmigrate utility (required for upgrades 

from pre-2014.X releases).  

 

Pre-upgrade Steps 
The steps in this section are required only for an upgrade installation. Skip this section 

if you are performing a new installation on a system where DFdiscover is not running. 

 

1. Halt DFdiscover 
a. Ensure that all users have exited DFdiscover.  

This is easiest if the installation is performed at a pre-arranged time when all users are 

known to be out of DFdiscover.  

b. Shutdown DFdiscover.  

As the DFdiscover administrator, shutdown is initiated using the command:  
# systemctl stop dfdiscover 

 

2. Halt HylaFAX (if required) 
If you are using HylaFAX to send and receive faxes, you must stop the existing HylaFAX 

installation. If you are using Protus fax services you can skip this step.  

a. Wait for incoming/outgoing faxes to terminate.  

Use faxstat to monitor the status of any faxes that are being received or sent, as in:  
# /opt/hylafax/bin/faxstat -a 

For each idle modem, turn the modem off -- this will prevent it from answering another 

incoming call. Repeat as necessary until all modems are off.  

b. Shutdown HylaFAX daemons. 

As super-user, this can be accomplished using the command:  
# /etc/init.d/hylafax stop  

c. Disable faxgetty processes.  

A faxgetty process is spawned by init for each defined modem. These processes must 

be disabled separately. Edit the /etc/inittab file and for each record that references 

faxgetty, replace the word respawn in field 3 with off. Save the changes and exit the 

file. The init process must be informed that the file has been updated. Do this with the 

command:  
# kill -1 1  
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This is the end of the pre-upgrade steps. 

 

Installation 
Release 5.8.0 is a complete release that includes all components. Installation of 

complete releases is documented in the Software Installation Guide.  

 

Post-upgrade Steps 
1. Restart DFdiscover 

DFdiscover must be restarted following the upgrade. To restart, as super-user, use the 

command:  
# systemctl start dfdiscover 

Starting "DFdiscover"... 

Initializing DFmaster.rpcd... 

DFmaster.rpcd: your software license expires in 290 days DFmaster.rpcd: 

starting slave on hostname 

1. Checking state of incoming daemons... 

2. Checking /opt/dfdiscover/work/.dfincoming_work...  

  0 stale incoming entries obsoleted 

3. Checking /opt/dfdiscover/incoming... 

  0 faxes awaiting processing. 

  # DFmaster.rpcd: started. 

Started "DFdiscover". 

Done. 

 

All of these messages are written to the system log. Some may also be written to the 

command-line.  

 

2. Update value for CDN_URL 
This step is required only if upgrading from a previous DFdiscover release and is not 

required for new installs or when upgrading from a previous DataFax release. 

This release includes updated resources used during the display of graphical report 

output. Those resources are specified in the value of CDN_URL in the system master 

configuration. To inspect and update the value: 

a. Start DFadmin. 

b. Click the Master tab to display the master configuration panel. 

c. Inspect the value specified for CDN_URL. 

d. If the value reads https://cdn.dfdiscover.com/v5.8, it is already up to 

date and no change is needed. Exit DFadmin 

e. Otherwise, update the value to read https://cdn.dfdiscover.com/v5.8. 

https://www.dfnetresearch.com/wp-content/uploads/dfdiscover/5.8.0doc/instman/html/instman.html
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f. Click Save to apply the change. Exit DFadmin. 

   

3. Restart HylaFAX (if required) 
NOTE: HylaFAX is no longer distributed with DFdiscover. If it is still needed, download and install 

the official build from an internet repository.  

If you use HylaFAX, it must be restarted following the upgrade. To restart, as super-user:  

1. Enable faxgetty processes.  

Edit the /etc/inittab file and for each record that references faxgetty, replace the 

word off in field 3 with respawn. Save the changes and exit the file. The init process 

must be informed that the file has been updated. Do this with the command:  
# kill -1 1  

2. Restart HylaFAX daemons. 

As super-user, issue the command:  
# /etc/init.d/hylafax start  

 

4. Run DFauditdb (required if upgrading from 5.4 or earlier) 
If upgrading from a DFdiscover version earlier than 5.5.0, existing journal files must be 

loaded into the new audit database for each study. DFauditdb is provided for this 

purpose. Until study journal files are loaded, it is not possible to view page or field 

history or run DF_SBhistory. 

Load the new audit trail database for all ongoing studies using this command as either 

user datafax or root: 

# /opt/dfdiscover/utils/DFauditdb -reload -s all  

 

5. Run DFadmindb (required for DFadmin History feature) 
If upgrading from a DFdiscover version earlier than 5.8.0, existing user and role history 

must be loaded into the new admin history database. DFadmindb is provided for this 

purpose. Until the admin history is loaded, it is not possible to view User, Role, or Study 

History in DFadmin. 

Load the new audit trail database for all ongoing studies using this command as either 

user datafax or root: 

# /opt/dfdiscover/utils/DFadmindb -reload  

 

6. Verify study role permissions (if required) 
For users of DFweb, DFcollect, DFengage, and DFsources, verify that the study roles are 

set up with the required permissions. See permission requirements for the API client 
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apps and their features under Permissions Considerations. If upgrading from a 

DFdiscover version earlier than 5.5.0, role permissions for all API client apps are 

disabled by default, so any DFweb, DFcollect, DFengage, or DFsources users may lose 

their access after upgrading if their roles are not updated to enable access. 

 

7. Update version strict setting (if required) 
If you are upgrading your DFdiscover server but not all users are updating their client 

applications (e.g., DFexplore, DFweb, DFcollect), ensure that your Version Strict mode is 

set to allow connections from client applications not matching the server version. 

In DFadmin, under Master tab, Version Strict setting must be set to ‘Version strict mode 

applied per study basis’. Under Studies tab, Version Strict setting must be set to ‘All 

minor versions supported’ or ‘Minimum version supported’ to allow access to client 

apps not matching your DFdiscover server version. 

 

Documentation 
Version 5.8.0 includes updates to all documentation, which is available on the DFnet 

website Software Releases page and is also installed on the server as described below. 

The DFdiscover documentation is in the process of being updated to a new format. The 

new format is single-page HTML with an embedded option to download as a PDF. In 

Version 5.8.0, the DFweb User Guide, DFcollect User Guide, DFexplore User Guide, Study 

Setup User Guide, Study Administration Guide, Installation Guide, DFsend User Guide, 

and Barcoding User Guide have been updated to this new format. The multi-page HTML 

format is no longer available for these manuals. In a future release, all manuals will be 

updated to this format. 

The documentation included with the server RPM and client packages is a snapshot of 

the documentation at the time of release. The DFdiscover Releases page on the DFnet 

website provides the most up-to-date version of the documentation.  

https://www.dfnetresearch.com/my-account-overview/software-releases/
https://www.dfnetresearch.com/my-account-overview/software-releases/
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